Alternate Strategy Matrix

· Determine which strategy(s) you currently use or intend on using. Consider more than one option or a combination of options to allow for phased recovery or to allow for differences in types of incidents.

· Review the critical business functions against the “Subject to be considered” table for each alternate strategy.

· Update the columns with issues, concerns and/or solutions for the strategies.

· Review the completed table with Senior Management to determine if further recovery strategies need to be investigated or to obtain approval for new or existing strategies.

	Subject to be Considered
	Alternate Strategy

(Insert name of Strategy Here)

	Critical Business Functions
	

	Compliance/Legal/Regulatory/Tax

· Discuss these options with your Compliance/Legal/Tax area to determine what needs to be considered to ensure compliance, regulatory legislation and confidentiality issues are met

· Ensure that all regulatory requirements are considered for example:

· Canada:  CDIC, OSFI, IDA, CPA, CDS, OSC, OCIPEP, HIPAA

· US: Fed Reserve Bank, SEC, NYSE, SEC, NFPA 1600, FFIEC, FSA , FISMA

· International, BASEL, BIS, SOX – 404

· Other:  CIMA

Note:  This list is not all-inclusive
	· 

	Cost

· Time to develop and implement solution

· Impact on quality/production

· Dollar costs associated with all requirements (i.e.: transportation, software licences, voice technology, special equipment
	· 

	Communication

· Mail

· Courier

· Staff Communication

· Client Communication
	· 

	Critical vs Non-Critical Staff

· Will you be displacing Critical Staff members?

· Will you be looking at Non-critical solutions at this point?
	· 

	Distance

· What is the possibility of the proposed site being affected by the same incident?

· Time to travel to alternate site(s)
	· 

	Duration

· Short Term <3 days

· Long Term >3 days


	· 

	Information Security Issues

· Access Profiles

· System IDs & Passwords
	· 

	Managing Change

· Restructuring

· Location Changes

· Compliance/Legal/Regulatory
	· 

	Physical Assets

· Do requirements meet needs identified?

· Proximately of location to possible threats – may need independent review by internal/external audit
	· 

	Security – Physical

· Building Access:

· Employees

· Service Providers for technical assistance/assessments
	· 

	Staffing Requirements

· Experience, Cross Training

· Management

· Number of staff – short term vs. long term needs

· Willingness to go out of province/country

· Human Resource issues (Payroll, tax, hiring, etc.)
	· 

	Technical Dependencies

· Data Connections

· Desktop

· Special Equipments (modems, standalone terminals, etc.)

· Telephone

· PBX/Switch: Is the other site on the same PBX?  This may be a problem for departments such as call centres

· Volumes on trunks at alternate sites

NOTE:  You will need to review this section with your technical group, determine any showstoppers first to determine if there are feasible workarounds, if there are list other issues to be considered or note show stopper and go on to next category.
	· 

	Work flow impact

· How will workflow be managed?

· Staff communication and supervision
	· 


