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Subject Area 10 – Coordination with External Agencies 
Sub-Topic # What How Points of Reference  
Preparedness 18 Determine requirements to participate in 

National Programs. 
• Assign an appropriate interface to the programs 
• Maintain currency with the programs and 

provide input to the programs when open for 
review. 

• Coordinate programs, etc. as applicable with 
authorities at all levels 

• Partner with international appropriate interfaces 
• Ensure Legal Dept. reviews each interface. 
• Determine potential impact or support of 

National Programs 

• U.S. Presidential Directives 5, 
7 & 8 

• National Strategy for 
Homeland Security 

• Homeland Security Act 
• National Strategy for Physical 

Protection of Critical 
Infrastructure 

• National Strategy for Cyber 
Security 

• National Infrastructure 
Protection Plan (NIPP) 

• National Preparedness Goal 
• National Incident 

management System (NIMS) 
April 2005 report 

 
Note: List is not all inclusive 
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Subject Area 10 – Coordination with External Agencies 
Sub-Topic # What How Points of Reference 

Response & 
Recovery 

1 Monitor documented status information 
sources included on local, regional and 
national Warning Systems, Press 
Releases, radio and television reports, 
etc.   
 

• Assign maintenance of monitoring status 
information. 

• Include gathered documentation in the internal 
response, emergency and recovery procedures 
and operational procedures. 

• Ensure resources are available for person 
monitoring status to have internet access, 
weather radios and cable TV and radio 
availability minimum for monitoring. If necessary 
include satellite phones. 

Examples of sources to monitor: 
http://www.tropicalstormrisk.com/
http://www.noaa.gov/
http://neic.usgs.gov/neis/bulletin/
http://www.nws.noaa.gov/
http://www.nhc.noaa.gov/
http://www.prh.noaa.gov/ptwc/
http://www.emsc-
csem.org/Html/ALERT_email.html
 
• Pacific Disaster Center 
http://www.pdc.org/core_rva.php
• Houston area Metro 
http://www.houstontranstar.org/
 

Response & 
Recovery 

2 
 

Document the actual events including all 
incoming information and 
recommendations and comments by 
participants, clients and observers to 
facilitate post event analysis. 
 

• Assign event documentation responsibility 
• Maintain effective documentation forms and 

process 
• Include gathered documentation in the internal 

response, emergency and recovery procedures 
and operational procedures. 

• ICS (Incident Command 
System) forms 

• Process flow charts (RTO, 
RPO, etc.) 

• Communication interface forms 
• Staffing forms 
• Contact and contacted lists 
• Procedure changes & issues 

occurring  
 

http://www.tropicalstormrisk.com/
http://www.noaa.gov/
http://neic.usgs.gov/neis/bulletin/
http://www.nws.noaa.gov/
http://www.nhc.noaa.gov/
http://www.prh.noaa.gov/ptwc/
http://www.emsc-csem.org/Html/ALERT_email.html
http://www.emsc-csem.org/Html/ALERT_email.html
http://www.pdc.org/core_rva.php
http://www.houstontranstar.org/
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Subject Area 10 – Coordination with External Agencies 
Sub-Topic # What How Points of Reference 

Response & 
Recovery 

3 
 

Communicate availability of and 
document use of resources for public 
authorities. 
 

• Obtain executive approval 
• Assign an internal liaison responsibility for 

coordinating with external liaisons the 
availability of possible mutual aid resource 
assistance. 

• Assign the mutual aid documentation and 
reporting responsibility  

• Maintain currency of mutual aid resources 
• Work with legal to ensure liability issues are 

addressed 

Share item examples: 
• Hazardous materials 
• Chemicals 
• Fuel supplies 
• Water & foam (fire 

suppression) sources 
• Communication devices & 

support equipment 
• Ham radio 
• Equipment (trucks, back hoes, 

graders, ships, etc.) 
• Organizational contacts 
 
Other items may also be 
considered depending on need, 
availability and industry 

Response & 
Recovery 

4 Report required incidents to public 
authorities in the format, frequency and 
through the required contact agency. 

• Include acquisition of this information during the 
Planning & preparedness phase 

• ‘Funnel’ reporting through your internal 
assigned interface(s)  

• Work with legal to ensure liability issues are 
addressed since reports probably will become 
public information 

Examples include: 
•   Hazardous material spills 
•   Fires 
•   Bomb threats 
•   Construction activities 
•   Unusual (visible) activities  
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Subject Area 10 – Coordination with External Agencies 

Sub-Topic # What How Points of Reference 
Training, 

Exercise & 
Awareness 

1 Participate in local and regional training 
and exercises as appropriate to support 
organizations requirements 
 
 

• Document available public authority offered 
training possibilities 

• Use public training as appropriate to support 
internal requirements 

• Obtain internal executive approval 
• Assign executive management responsibility for 

the exercise participation decision 
• Document appropriate participation roles and 

responsibility 
• Assign internal staff specific participation 

responsibility 
• Document and review activities and results 
• Work with legal to ensure liability issues are 

addressed 
• Obtain check lists of what authorities will review 

to prevent liability issues 

Training examples to consider: 
• Emergency Management 

training 
• HR-Human Resource training 
• Joint support training (VOAD, 

CERT. etc.) 
• Security (police) and fire 

training 
• Handling of hazardous 

materials 
• Evacuation training 
• Incident Command System 

training 
 

Exercise examples to consider: 
• Fire drills 
• Terrorist drills 
• Hazardous material drills 
• Evacuation drills 
• Emergency Operations Center 

(EOC). 
 
Note: Lists are not all inclusive 

Training, 
Exercise & 
Awareness 

2 Share internal training for the response 
and recovery Plans developed including 
documentation validations and 
certification process, table-tops, walk-
through’s, component validations, etc. 
 
 

• Document available shared training possibilities 
• Obtain internal executive approval 
• Assign an internal liaison to coordinate 

including public authorities in internal approved 
training 

• Work with legal to ensure liability issues are 
addressed 

• Obtain check lists of what authorities will review 
to prevent liability issues 

Training to consider sharing 
includes:  
• Documentation validations 

Certification process 
• Table-tops 
• Walk-throughs 
• Component validations 
• Equipment maintenance 

procedures 
 

Note:  List is not all inclusive 
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Subject Area 10 – Coordination with External Agencies 
Sub-Topic # What How Points of Reference 

Training/Exercise 
& Awareness 

3 Monitor public authority exercises and 
event response and review their event 
management, on-going recovery status 
and Plan implementations. 
 
 

• Assign a liaison to monitor public authority 
activities 

• Review the information gathered and integrate 
into internal appropriate procedure 
documentation 

• Participate in events and review public releases 
related to the event. 

• Inquire about up-coming events through regular 
conversations with local authorities 

Example sources to monitor 
include: 
• Newspapers 
• Trade and association 

newsletters 
• Television and radio 

announcements 
• Websites of the public 

authority and participating 
organizations 

 
Note:  List is not all inclusive 

Training/Exercise 
& Awareness 

4 Notify and include authorities in 
organizational exercises where 
applicable. 
 
 

• Assign executive management responsibility for 
the decision of including public authorities in 
internal activities. 

• Assign a liaison to communicate and coordinate 
the internal event schedule and any on-going 
event status 

• Provide an event overview to the authority to 
aid their review and “follow along” 

• Maintain currency of event public authority 
inclusion 

• Document roles and authorities 
• Review all resulting activities and participation. 
• Work with legal to ensure liability issues are 

addressed. 

• Up coming exercises 
• Fire Drills 
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Subject Area 10 – Coordination with External Agencies 
 # What How Points of Reference 

Post Event or 
Exercise 

1 
 

Review public authority event or exercise 
documentation; plan objectives, 
participants and final reports for lessons 
learned and Plan and training 
modifications and procedures 
improvements. 
 

• Assign a reporting process and a person 
responsibility for the information gathering 

• Document an appropriate reporting format for 
the information 

• Assign information review responsibility 
• Include reviewed information into the internal 

change control process 
• Use any available public information your staff 

members who are members of the public 
authority have concerning the event. 

Examples of information sources 
include: 
• Local Emergency Managers 
• Board of Supervisors 

Minutes/Meetings 
• LEPC Coordinator 
• Websites of the public authority 

and participating organization 
• Obtain information from the 

exercise or event source. 
Post Event or 

Exercise 
2 
 

Communicate internal event or exercise 
results to public authorities when their 
support was utilized, could have been 
utilized or had an effect on your recovery. 

• Obtain executive authorization for information to 
be shared with public authority and the 
associated confidentiality. 

• Assign a high level communication liaison  
• Review to be reported information for inclusion 

into the internal change control process and  
• Communicate public authority response to 

information received. 
• Assign a liaison to “encourage” public authority 

participation if their assistance “could have been 
utilized” and adjust internal procedures to cover 
requirements until their participation or 
resources are available. 

• Work with legal to ensure liability issues are 
addressed 

• Exercises 
• Fire Drills 
• Actual events 

Post Event or 
Exercise 

3 
 

Participate in post event public 
discussions and round-tables. 

• Assign an executive management and/or PR 
person to determine the participation role 

• Assign a public authority post event liaison  
• Document a reporting, and evaluation process 

and a procedure for post event information 
integration. 

• Work with legal to ensure liability issues are 
addressed 

• Prepare by reviewing released event 
information 

• Monitor local papers, etc. to determine when & 
where information will be released. 

• Forums 
• Workshops 
• Conferences 
• Networking events 
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Subject Area 10 – Coordination with External Agencies 
 # What How Points of Reference 

Post Event or 
Exercise 

4 Coordinate future internal exercises and 
objectives with local authorities. 
 

• Define and document possible future events to 
coordinate 

• Receive approval by executive management of 
events and roles and responsibilities 

• Meet with public authority to review event 
possibilities and the roles and responsibilities 
and obtain their recommendations and approval 

• Report final coordination plans with executive 
management for approval. 

• Document coordination reporting format and 
assign documentation responsibility 

• Work with legal to ensure liability issues are 
addressed 
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External References: Standards, Guidelines & National Practice Publications 

ANSI / NFPA 1600:2007 – Standard on Disaster/Emergency Management and Business Continuity Programs.  National Fire 
Protection Association, March 2007.  (Source: http://www.nfpa.org.) 

BS 25999-1: 2006 – Business Continuity Management – Part 1: Code of Practice.  BSI Business Information, November 2006.  
(ISBN: 0 580 49601 5.  Source: http://www.bsi-global.com.)  

Business Continuity Guideline, A Practical Approach to Emergency Preparedness, Crisis Management, and Disaster Recovery.  ASIS 
International, 2005.  (Source:  http://www.asisonline.org/guidelines/guidelinesbc.pdf.) 

Crisis Communications Handbook.  Jane’s Information Group, January 2005.   
(ISBN: 0-7106-2596-0.  Source: http://catalog.janes.com/catalog/public/index.cfm.) 

FEMA 141: Emergency Management Guide for Business and Industry.  FEMA, October 1993.  
(Source:  http://www.fema.gov/pdf/library/bizindst.pdf.) 

FEMA IS-700: An Introduction to the National Incident Management System (NIMS).  FEMA Independent Study Program. 
(Source:  http://www.training.fema.gov/emiWeb/IS/is700.asp.) 

HB 292: 2006 – Practitioners Guide to Business Continuity Management. Standards Australia /Standards New Zealand, June 2006.  
(ISBN: 0-7337-7472-5.  Source: http://www.saiglobal.com.) 

HB 293: 2006 – Executive Guide to Business Continuity Management.  Standards Australia /Standards New Zealand, June 2006. 
(ISBN: 0-7337-7488-1.  Source: http://www.saiglobal.com.) 

Open for Business, Disaster Planning Toolkit for Small to Mid-Sized Business Owners.  Institute for Business and Home Safety 
(IBHS), January 2005.  (Source:  http://www.ibhs.org/docs/OpenForBusiness.pdf.) 

TR 19: 2005 – Technical Reference for Business Continuity Management.  SPRING Singapore, 2005.   
(ISBN:  981-4154-13-X.  Source: http://www.spring.gov.sg.) 
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http://www.spring.gov.sg/


Page 1 of 2  DRJ/DRII Generally Accepted Practices for Business Continuity 
Bibliography v2r1 

August 2007 

   

External References: Standards, Guidelines & National Practice Publications 
ANSI / ARMA 5-2003 – Vital Records: Identifying, Managing, and Recovering Business-Critical Records.  ARMA International, March 2003.  
(ISBN:  1-931786-12-7.  Source: http://www.arma.org/.) 

ANSI / NFPA 1600:2007 – Standard on Disaster/Emergency Management and Business Continuity Programs.  National Fire Protection 
Association, March 2007.  (Source: http://www.nfpa.org.) 

AS/NZS 4360:2004 – Risk Management.  Standards Australia /Standards New Zealand, August 2004.  (ISBN: 0-7337-5904-1. Source:  
http://www.saiglobal.com.) 

BS 25999-1: 2006 – Business Continuity Management – Part 1: Code of Practice.  BSI Business Information, November 2006.  
(ISBN: 0 580 49601 5.  Source: http://www.bsi-global.com.)  

Business Continuity Guideline, A Practical Approach to Emergency Preparedness, Crisis Management, and Disaster Recovery.  ASIS 
International, 2005.  (Source:  http://www.asisonline.org/guidelines/guidelinesbc.pdf.) 

Community Emergency Response Teams (CERT).  https://www.citizencorps.gov/cert/

Crisis Communications Handbook.  Jane’s Information Group, January 2005.   
(ISBN: 0-7106-2596-0.  Source: http://catalog.janes.com/catalog/public/index.cfm.) 

Federal Information System Controls Audit Manual (FISCAM), January 1999.  GAO.   
(Source: http://www.gao.gov/special.pubs.)  

FEMA 141: Emergency Management Guide for Business and Industry.  FEMA, October 1993.  
(Source:  http://www.fema.gov/pdf/library/bizindst.pdf.) 

FEMA IS-700: An Introduction to the National Incident Management System (NIMS).  FEMA Independent Study Program. 
(Source:  http://www.training.fema.gov/emiWeb/IS/is700.asp.) 

FFIEC – Business Continuity Planning Booklet.  Federal Financial Institutions Examination Council (FFIEC), March 2003. 
(Source: http://www.ffiec.gov/ffiecinfobase/booklets/bcp/bus_continuity_plan.pdf.) 

Federal Information System Controls Audit Manual.  General Accounting Office (GAO), July 1999.  (Source:  
http://www.gao.gov/special.pubs/mgmtpln.pdf) 

HB 292: 2006 – Practitioners Guide to Business Continuity Management. Standards Australia /Standards New Zealand, June 2006.  (ISBN: 0-
7337-7472-5.  Source: http://www.saiglobal.com.) 

http://www.arma.org/
http://www.nfpa.org/
http://www.saiglobal.com/
http://www.bsi-global.com/
http://www.asisonline.org/guidelines/guidelinesbc.pdf
https://www.citizencorps.gov/cert/
http://catalog.janes.com/catalog/public/index.cfm
http://www.gao.gov/special.pubs
http://www.fema.gov/pdf/library/bizindst.pdf
http://www.training.fema.gov/emiWeb/IS/is700.asp
http://www.ffiec.gov/ffiecinfobase/booklets/bcp/bus_continuity_plan.pdf
http://www.gao.gov/special.pubs/mgmtpln.pdf
http://www.saiglobal.com/


Page 2 of 2  DRJ/DRII Generally Accepted Practices for Business Continuity 
Bibliography v2r1 

August 2007 

   

 

HB 293: 2006 – Executive Guide to Business Continuity Management.  Standards Australia /Standards New Zealand, June 2006. (ISBN: 0-7337-
7488-1.  Source: http://www.saiglobal.com.) 

ISO/IEC 27002:2005 (ISO/IEC 17799:2005) – Information Technology Security Techniques - Code of Practice for Information Security 
Management. International Standards Organization, June 2005.  (Source:  http://www.iso.org.)   

ISO/IEC 27001:2005 - Information technology -- Security techniques -- Information security management systems -- Requirements. International 
Standards Organization, October 2005.  (Source:  http://www.27001.com/.) 

NARA – Primer on Disaster Preparedness, Management, and Response for Paper-Based Materials.  National Archives and Records 
Administration (NARA), October 1993.   
(Source:  http://www.archives.gov/preservation/emergency-prep/disaster-prep-primer.pdf.) 

NIST 800-30 – Risk Management Guide for Information Technology Systems.  National Institute of Standards and Technology (NIST), July 2002.  
(SP 800-30.  Source: http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf.) 

Open for Business, Disaster Planning Toolkit for Small to Mid-Sized Business Owners.  Institute for Business and Home Safety (IBHS), January 
2005.  (Source:  http://www.ibhs.org/docs/OpenForBusiness.pdf.) 

PMBOK: 2004 – Project Management Body of Knowledge, 2004 Edition. Project Management Institute.   
(ISBN:  1-930699-45-X.  Source: http://www.pmi.org.) 

RiskWatch - RiskWatch Information Security product Suite includes software for vulnerability assessments, risk analyses and compliance reviews 
of information systems specifically for ISO/IEC 27002:2005), GLBA-FFIEC, HIPAA, and SOX.   
(Source:  http://www.riskwatch.com/.) 

TR 19: 2005 – Technical Reference for Business Continuity Management.  SPRING Singapore, 2005.   
(ISBN:  981-4154-13-X.  Source: http://www.spring.gov.sg.) 

 

http://www.saiglobal.com/
http://www.iso.org/
http://www.27001.com/
http://www.archives.gov/preservation/emergency-prep/disaster-prep-primer.pdf
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://www.ibhs.org/docs/OpenForBusiness.pdf
http://www.pmi.org/
http://www.riskwatch.com/
http://www.spring.gov.sg/


Page 1 of 2  DRJ/DRII Generally Accepted Practices for Business Continuity 
Bibliography v2r1 

August 2007 

   

External References: Standards, Guidelines & National Practice Publications 
ANSI / ARMA 5-2003 – Vital Records: Identifying, Managing, and Recovering Business-Critical Records.  ARMA International, March 2003.  
(ISBN:  1-931786-12-7.  Source: http://www.arma.org/.) 

ANSI / NFPA 1600:2007 – Standard on Disaster/Emergency Management and Business Continuity Programs.  National Fire Protection 
Association, March 2007.  (Source: http://www.nfpa.org.) 

AS/NZS 4360:2004 – Risk Management.  Standards Australia /Standards New Zealand, August 2004.  (ISBN: 0-7337-5904-1. Source:  
http://www.saiglobal.com.) 

BS 25999-1: 2006 – Business Continuity Management – Part 1: Code of Practice.  BSI Business Information, November 2006.  
(ISBN: 0 580 49601 5.  Source: http://www.bsi-global.com.)  

Business Continuity Guideline, A Practical Approach to Emergency Preparedness, Crisis Management, and Disaster Recovery.  ASIS 
International, 2005.  (Source:  http://www.asisonline.org/guidelines/guidelinesbc.pdf.) 

Community Emergency Response Teams (CERT).  https://www.citizencorps.gov/cert/

Crisis Communications Handbook.  Jane’s Information Group, January 2005.   
(ISBN: 0-7106-2596-0.  Source: http://catalog.janes.com/catalog/public/index.cfm.) 

Federal Information System Controls Audit Manual (FISCAM), January 1999.  GAO.   
(Source: http://www.gao.gov/special.pubs.)  

FEMA 141: Emergency Management Guide for Business and Industry.  FEMA, October 1993.  
(Source:  http://www.fema.gov/pdf/library/bizindst.pdf.) 

FEMA IS-700: An Introduction to the National Incident Management System (NIMS).  FEMA Independent Study Program. 
(Source:  http://www.training.fema.gov/emiWeb/IS/is700.asp.) 

FFIEC – Business Continuity Planning Booklet.  Federal Financial Institutions Examination Council (FFIEC), March 2003. 
(Source: http://www.ffiec.gov/ffiecinfobase/booklets/bcp/bus_continuity_plan.pdf.) 

Federal Information System Controls Audit Manual.  General Accounting Office (GAO), July 1999.  (Source:  
http://www.gao.gov/special.pubs/mgmtpln.pdf) 

HB 292: 2006 – Practitioners Guide to Business Continuity Management. Standards Australia /Standards New Zealand, June 2006.  (ISBN: 0-
7337-7472-5.  Source: http://www.saiglobal.com.) 



Page 2 of 2  DRJ/DRII Generally Accepted Practices for Business Continuity 
Bibliography v2r1 

August 2007 

   

 

HB 293: 2006 – Executive Guide to Business Continuity Management.  Standards Australia /Standards New Zealand, June 2006. (ISBN: 0-7337-
7488-1.  Source: http://www.saiglobal.com.) 

ISO/IEC 27002:2005 (ISO/IEC 17799:2005) – Information Technology Security Techniques - Code of Practice for Information Security 
Management. International Standards Organization, June 2005.  (Source:  http://www.iso.org.)   

ISO/IEC 27001:2005 - Information technology -- Security techniques -- Information security management systems -- Requirements. International 
Standards Organization, October 2005.  (Source:  http://www.27001.com/.) 

NARA – Primer on Disaster Preparedness, Management, and Response for Paper-Based Materials.  National Archives and Records 
Administration (NARA), October 1993.   
(Source:  http://www.archives.gov/preservation/emergency-prep/disaster-prep-primer.pdf.) 

NIST 800-30 – Risk Management Guide for Information Technology Systems.  National Institute of Standards and Technology (NIST), July 2002.  
(SP 800-30.  Source: http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf.) 

Open for Business, Disaster Planning Toolkit for Small to Mid-Sized Business Owners.  Institute for Business and Home Safety (IBHS), January 
2005.  (Source:  http://www.ibhs.org/docs/OpenForBusiness.pdf.) 

PMBOK: 2004 – Project Management Body of Knowledge, 2004 Edition. Project Management Institute.   
(ISBN:  1-930699-45-X.  Source: http://www.pmi.org.) 

RiskWatch - RiskWatch Information Security product Suite includes software for vulnerability assessments, risk analyses and compliance reviews 
of information systems specifically for ISO/IEC 27002:2005), GLBA-FFIEC, HIPAA, and SOX.   
(Source:  http://www.riskwatch.com/.) 

TR 19: 2005 – Technical Reference for Business Continuity Management.  SPRING Singapore, 2005.   
(ISBN:  981-4154-13-X.  Source: http://www.spring.gov.sg.) 

 

http://www.saiglobal.com/
http://www.iso.org/
http://www.27001.com/
http://www.archives.gov/preservation/emergency-prep/disaster-prep-primer.pdf
http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf
http://www.ibhs.org/docs/OpenForBusiness.pdf
http://www.pmi.org/
http://www.riskwatch.com/
http://www.spring.gov.sg/



