BIDATA CENTER DESIGN

Ensuring Your Data
Center is in Compliance

By TODD BERMONT

ithSarbanes-Oxley,SAS70,

HIPAA and scores of other

government and industry

regulations, data center and
facility managers are under more scrutiny
than ever before. While these regulations
always start out as well meaning, invari-
ably they end up putting onerous responsi-
bilities on targeted organizations.

As most of us now know, data centers
have become the true heartbeat of most
businesses and public sector agencies.
Imagine a day without e-mail or a phone
call. Imagine a day without clients, mem-
bers and users being able to access your
Web site for information or purchases. In
some industries such as financial services
and manufacturing, the cost of downtime
can be measured in millions of dollars per
minute.

Given the importance of data centers,
it is no surprise that regulators and audi-
tors are giving a tremendous amount of
focus to this area. Ensuring compliance
to regulations can be a Herculean effort.
However, there are three areas that you
can focus on to ease the burden of com-
pliance: procedures, documentation and
ongoing risk mitigation.
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Typically, the goal of most government
regulations centers on the tightening of
internal controls, increasing the accuracy
of reporting, and fully disclosing out-
standing risks. By focusing on procedures,
documentation and ongoing risk mitiga-
tion data center and facility managers can
ease the burden of compliance. Let’s take
a look at these in more detail.

Procedures

Most any repetitive or mission-criti-
cal task in a data center should have a
fully tested and documented procedure.
According to many studies, human error
is the No. 1 cause of havoc in the data
center. There are many ways to reduce the
potential of human error. One of those is
through training. Another is by ensuring
compliance with all safety codes and regu-
lations. However, the single most impor-
tant measure that can be taken to reduce
human error is to maintain and enforce
procedures.

The most common procedures found
in data centers are methods of procedures
(MOP) for maintaining the equipment and
standard operating procedures (SOP) for
operating equipment. Many firms make the

mistake of either not having these procedures
in place or not keeping them up to date.

During a recent conversation with a
CIO of a major Midwestern manufac-
turer, he mentioned that their data center
experienced a 36-hour outage because
the technician who was working on the
HVAC system inadvertently pressed the
emergency power off button and brought
down the entire data center. It took a full
36 hours to bring everything back online
all because someone did something that
could easily have been prevented with a
proper MOP on maintaining that particular
piece of equipment.

Outages like this are not only a major
inconvenience, they can actually impact
profitability and earnings per share.

Consequently, it is imperative for every
major task and component in a data center
to have a fully documented and tested pro-
cedure. These procedures should be tested
at a minimum of once per year because
facility composition, personnel, and equip-
ment change. You want to test for accuracy
and results.

If you don’t have the bandwidth to
create and/or test procedures in your facil-
ity, there are several third-party providers
that can assist. The bottom line is proce-
dures help ensure that rigid internal con-
trols are being followed and can mitigate
the potential risk of human error impact-
ing mission-critical operations.

Documentation
The second critical area of compliance
is in documentation. We discussed the
importance of documenting procedures.
However, there are several other areas that
need to be fully documented and up-to-
date.

Maintenance Records

Anyone who has ever had maintenance
performed on anything, such as an auto-
mobile or an uninterruptible power supply,
knows that trying to read the handwriting
of the maintenance technician to figure out
what was done can be a bit challenging to
say the least. However, without knowing
what maintenance was actually performed,
this could severely impact your ability to
predict failure and be proactive about future
maintenance. Consequently, it is crucial to
keep maintenance records in a concise,
consistent, and fully readable format.

In some large data centers, more than
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1,000 maintenance activities need to be
performed in a given year. If just one of
those maintenance activities is not per-
formed correctly, or at all, there is the
possibility of a major event occurring
that could bring down the entire facil-
ity. Comprehensive maintenance records
should be kept online and reviewed on a
regular basis.

Facility Diagrams

When is the last time your facility’s
electrical single-line and “as-built” draw-
ings were updated to reflect the current
status of your data center? Why is this
critical? Safety, security, and reliability are
all impacted. Power distribution units and
breakers can easily be overloaded and fail
due to poor documentation and not know-
ing exactly what is connected to what.

Safety can be impacted during routine
maintenance or something catastrophic
such as a fire. Without proper documen-
tation of the facility, where the high volt-
ages and hazardous materials are, safety
can be compromised and could not only
cause an issue with compliance but with
human life.

At least once a year, facility diagrams
should be fully scoured to ensure that they
are brought up to date.

Procedures
We talked earlier about the importance
of having documented MOPs and SOPs.

Other procedures that should be fully doc-
umented include safety related procedures
such as “lock-out/tag-out” (LOTO) pro-
cedures. According to the Occupational
Safety and Health Administration (OSHA),
LOTO refers to specific practices and
procedures to safeguard employees from
the unexpected energization or startup of
machinery and equipment or the release of
hazardous energy during service or main-
tenance activities.

As many as 3 million workers ser-
vice equipment and face the greatest risk
of injury if lockout/tagout procedures are
not properly implemented. According
to OSHA, compliance with the lockout/
tagout standard prevents an estimated 120
fatalities and 50,000 injuries each year.
Workers injured on the job from exposure
to hazardous energy lose an average of 24
workdays for recuperation.

In a study conducted by the United Auto
Workers, 20 percent of the fatalities (83 of
414) that occurred among their members
between 1973 and 1995 were attributed
to inadequate hazardous energy control
procedures (specifically lock-out/tag-out
procedures).

Additional areas of focus for procedures
should include the security of the facility
and the scheduling of staff. Inadequate
security or staffing could present compli-
ance and operational issues if not properly
mitigated.

When orders come from above,
you need DSPN.
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Training

Besides procedures, training is per-
haps one of the most effective means of
mitigating the risk of human error in data
centers. For each critical component in
the data center, you should have a fully
documented training module, centered
around procedures, to ensure your staff is
adequately trained and prepared to operate
within your facility.

Ongoing Risk Mitigation

Most any government regulation at
its core was created to reduce the risk of
something. Be it the risk of faulty financial
reporting, the risk of injury or the risk to
the nation as a whole.

As human beings, we mitigate risk by
going to the doctor to take a physical. We
subject ourselves to a litany of tests to
hopefully get a clean bill of health. If not,
we hope to identify something in the early
stages so that it can be addressed before
becoming life threatening.

Mission-critical facilities are the heart-
beat of our economy and government.
Just like people need a physical, so do
data centers and other mission-critical
facilities. At least once a year, a complete
assessment should be done of your criti-
cal facilities to ensure that there are no
core vulnerabilities that could potentially
cause havoc.

As with a physical, you hope that the
assessment will turn up nothing. However,
more times than not, a trained, third-party
expert will find something that can be
addressed to mitigate risk to the ongoing
operations of your facility.

Just like a doctor won’t perform a
physical on themselves, neither should
you have your own employees conduct an
assessment of your facilities. It is impor-
tant to have a trained professional, who is
unbiased, to conduct a thorough review
of not only the physical infrastructure of
the facility but also of the procedures and

documentation.
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