To:

DRJ SpringWorld 2004 Attendees

From:
Steve Goldman

Re:

Ready, Set, Exercise! Workshop (WS-4) Handout
Attached is the attendee handout as it should have appeared in the DRJ SpringWorld 2004 binder. Additionally, I embedded the six page "Scenario Ideas" charts after the blank "Scenario Ideas" form. I could not include the exercise pictures as that would make the file prohibitively large.

Any questions or comments? Please contact me.

Regards,

Steve Goldman

Speaker, Trainer, Consultant 

Suite # 80

255 North Road

Chelmsford, MA 01824

USA

E-Mail: CrisisPlan@aol.com

Telephone:  978-256-2332
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How to Develop and Conduct

a Successful Crisis Plan Exercise

. . . or . . .
READY, SET, EXERCISE!
Workshop by:

Steven B. Goldman

Speaker, Trainer, Consultant 
Suite # 80

255 North Road

Chelmsford, MA 01824

USA

E-Mail: SBGoldman@aol.com
Telephone:  978-256-2332
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Steven B. Goldman

Mr. Steven B. Goldman is an internationally recognized expert in Crisis Management, Business Continuity, and Crisis Communications.  He has over 25 years experience in all aspects of crisis management, including program management, plan development, crisis communications, training, exercises, and audits.  His background is unique in that he has been a professional engineer, a corporate spokesperson, a crisis planner and responder, a Crisis Management consultant, and a Fortune 500 Company’s Global Business Continuity Program Manager.

Mr. Goldman has been involved in crisis management since 1978.  He has written or improved many corporations’ crisis plans and procedures and trained all levels of response staff, from CEO’s on down.  He has developed, conducted, or evaluated scores of exercises, ranging from two-hour table-tops to massive three-day full-scale exercises involving hundreds of responders. Steve also developed the Power System Y2K Operating Plan plus the Exercise Program for North America’s largest electric utility, Ontario Hydro.

Steve has published several articles on the various aspects of Crisis Management.  In addition, he conducts several Crisis Management and Crisis Communication seminars each year for industry and government, both domestic and international.  For example, Mr. Goldman lectures on Crisis Management/Communications annually at the Harvard School of Public Health; he instructs the Scenario Development Workshop for the Disaster Recovery Journal Annual Conferences.  Steve also developed and conducted the first “Crisis Management Planning” Professional Development Course for the Risk and Insurance Management Society (RIMS).  He also is involved in an International Atomic Energy Agency project to provide eastern European and former Soviet Union nuclear plants and government agencies with public information/crisis communication programs.

Steve earned his Master's Degree in Nuclear Engineering from the Massachusetts Institute of Technology.  In addition to providing crisis management consulting, Steve is currently pursuing his Doctorate in Education. 

[image: image23.wmf]
( Introduction

( Why Exercises are so Important to Your Program
( Exercise Development Steps

( The Exercise Manual

( Scope and Objectives

( The Scenario Development Team

( Sequence of Events (Time Line)

( Mini-Scenarios and Props

( Data, Messages and other Input

( The Critique

( Develop a Timeline!

( Summary
.  .  .  and Also . . .
· Fire Exits

· Cell Phones and Pagers – OFF or VIBRATE!

· Questions Anytime
· Rants and Raves
· Terminology (?):

· Test equipment

· Train people

· Drill teams

· Exercise plans

· DRJ Evaluation Forms – Please complete!
· There will be a Quiz!
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 Workshop

 Assumptions

(

You have a crisis/BCP plan and a crisis/BCP team.

(

You will adapt this workshop to your specific

needs/organization.


Why Exercises are Important
 
I hear

(

I forget

 
I see

(

I remember

 
I do

(

I understand


-Chinese Proverb


Training, Drills and Exercises
( Classroom Training
Orientation and tabletop/walkthrough: acquaint responders with the policies, plans, roles, functions, facilities, equipment, procedures, team members, interface, etc. Walk through roles and response.
( Specialized Skills Training
Training for individual responders to provide skills needed in a crisis; for example, Spokesperson Training, Crisis Director Leadership.
( Team drills

Training for team responders to provide skills needed in a crisis; for example, Fire Brigade, Medical, Floor/Building Evacuation.
( Facility/Specialized Drills

Integrate individual and team training by facility or specialization with a hands-on experience; practice decision-making in a non-threatening atmosphere.  Examples: Call-out drill, Crisis Management Team, Data Center Recovery, Hot Site, Media Center, Corporate Executives.
( Company-only Exercise

Train responders through interaction of individuals and teams using actual facilities, equipment, interfaces, response actions, etc.  Validate and improve internal plan/procedures.
( Full-Scale Exercise

Train responders through interaction of individuals and teams using actual facilities, equipment, interfaces, response actions, etc., and interfacing with external responders and stakeholders.  Validate and improve internal and external plan/procedures.

Full-Scale


( ( ( Exercise ( ( (
· Tests “entire” emergency program

· Requires a development team

· Takes 3 to 9 months lead time

· Timing is as realistic as possible

· Responders immediately see the effects of their actions

· More stress  =  more realism

· Best means to test coordination internally and externally

-Stress

During Exercises?

-Games
	If You Have:
	You Really Have:

	(Too much stress for some responders(
	( Poor Training

( Wrong Players

	Bored Players
	( Lousy Scenario

( Poor Training



	Games Built in and/or

Being Played
	( Bad Plans

( Lousy Scenario

( Poor Attitude

( Defective Consultants 
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 Traits

 of a Good

 Exercise
· Presents realistic situations in realistic ways

· Participants can (win( with proper corrective actions

· Challenges ALL responders

· Participants can actually perform response actions

· Identifies gaps and areas for improvement

· Validates your BCP/CM/DRP plan and program
· Inspires confidence; builds Teamwork

· Excellent training for everyone

	EXERCISE PLANNING CHECKLIST*

	
TASK
	SCHEDULED
	COMPLETE

	 Obtain management support (Necessary throughout planning!)
	
	

	 Decide what you need to evaluate/test  (3 or 5 Year Plan)
	
	

	 Define the scope of the Exercise
	
	

	 Establish objectives for the Exercise
	
	

	 Identify limitations to Exercise conduct
	
	

	 Revise objectives accordingly
	
	

	 Develop and publish the Exercise Schedule
	
	

	 Pull together the Scenario Development Team
	
	

	 Develop the scenario sequence of events
	
	

	 Determine limits of participant response to each action
	
	

	 Develop messages, mini scenarios, data
	
	

	 Coordinate efforts of internal and external response organizations
	
	

	 Secure logistics support (People, facilities, food, paperwork)
	
	

	 Develop mock-ups, props, diagrams, pictures, images 


	
	

	 Complete the Exercise manual
	
	

	 Verify Security control


	
	

	 Select the Exercise controllers/evaluators; develop their tools
	
	

	 Set up an Exercise control cell and the Exercise Communications List
	
	

	 Develop and conduct controller/evaluator training


	
	

	 Brief participants on scope and limits of the Exercise


	
	

	 Inform employees, the public, the media of the Exercise

	
	

	 CONDUCT THE EXERCISE



	
	

	Conduct the Exercise critiques; provide for responder feedback
	
	

	Generate the Exercise report; evaluate and document the Exercise
	
	

	Revise plans, procedures, contacts, facilities, equipment, and training based upon Exercise lessons learned.
	
	



*Note that some steps may occur simultaneously and/or are on-going.

( 1999 Goldman Management Consultants, International. Used with permission.

THE ACME CORPORATION

Normal Corporate Organization

· Corporate Headquarters: Boston, MA

· R&D Division: Palo Alto, CA

· Manufacturing Division: Denver, CO
· Financial Services Division: Washington, DC

Crisis Management Organization

[image: image2.emf]Corporate Crisis Management Team

Corporate Emergency Director

Operations Director Logistics Director

IT Director Technical Advisor

Legal Advisor Media Center Liaison

Security Director Financial Coordinator

BCP Coordinator Human Resources Dir.

Employee Comm. Coord. Gov. Relations Liaison

Safety/Health/Env. Coord. Marketing/Customer Coordinator

(Others)

Denver

Emergency Response Organization

ERO Director

Operations

IT

Security

BCP

Communications

(Others)

Washington

Emergency Response Organization

ERO Director

Operations

IT

Security

BCP

Communications

(Others)

Palo Alto

Emergency Response Organization

ERO Director

Operations

IT

Security

BCP

Communications

(Others)

Corporate Media Center

Media Center Director

Spokesperson Technical Advisor

Statement Writer Rumor Control

Media Liaisons Corporate Liaison

Facility Liaisons Gov. Liaisons

Security Logistics

(Others)


THE ACME CORPORATION

CRISIS PLAN EXERCISE
EXERCISE MANUAL - TABLE OF CONTENTS
 1.0
Scope and Objectives

 2.0
Exercise Information

a.
Participants

b.
Facilities

c.
Precautions and Limitations

 3.0
Participant Information, Assignments, and Briefing Materials

a.
Controllers

b.
Evaluators

c.
Players

d.
Controller Logs; Evaluation Forms

 4.0
Schedule

 5.0
Exercise Scenario

a.
Executive Summary

b.
Initial Exercise Conditions

c.
Sequence of Events Summary

d.
Sequence of Events in Detail

e.
Exercise Messages

f.
Data

 6.0
Mini-Scenarios

 7.0
Public Relations/Crisis Communications Messages

a.
Instructions

b.
Citizen and Media Calls

c.
Newscast Scripts

 8.0
Simulated External Responses

a.
Government Agencies

b.
Vendors and Suppliers

c.
Others

Appendices

Scope and Objectives:

The Three / Four / Five Year Exercise Plan
Develop a three (or four or five) year exercise cycle plan.  For example:

Every Year, the ACME Corporation will exercise the following:
· Activation and operation of the Corporate Crisis Management Team (CCMT)
· Activation and operation of the Corporate Media Center (CMC)
· Full coordination of the Crisis Management Team and the Media Center with one Division

· The IT Disaster Recovery Plan – activation and implementation within ACME Corporate
· (. . . Others. . .)
Every Year, the ACME Corporation Divisions will exercise the following:
· Activation and operation of the Division Emergency Response Organization, including media response
· Business continuity/Recovery of at least one department, including simulated relocation

·  (. . . Others. . .)
Additionally, in the three year cycle, the ACME Corporation will exercise the following:

Year One:

· Full coordination of the CCMT and the CMC with the Palo Alto Division
· (. . . Others. . .)
Year Two:

· Full coordination of the CCMT and the CMC with the Denver Division

· (. . . Others. . .)
Year Three:

· Full coordination of the CCMT and the CMC with the Washington Division

· (. . . Others. . .)
Once every two years:

· The IT Disaster Recovery Plan with full activation of the (Hot Site) / (Back up Data Center)

· Communications/Interaction of each Division with local area emergency response agencies

· Complete a shift turnover with back-up teams

· (. . . Others. . .)

Once every three years:
· Activation and operation of the CCMT beginning outside standard work hours

· Activation and operation of the CMC beginning outside standard work hours

· Activation and operation of one Division beginning outside standard work hours

· Conduct a post-accident Recovery Exercise
· (. . . Others. . .)
Put these into a matrix format for ease of use!
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What are Your Limits?
( Operations

( Personnel

( Resources

( Internal Support

( External Organizations

( Funds

( Imagination!

THE ACME CORPORATION

CRISIS PLAN EXERCISE

EXERCISE SCOPE
The scope of the 2004 ACME Emergency Exercise is as follows:
The Exercise will test the major response capabilities of:

· The Corporate Crisis Management Organization
· The Corporate Media Center Organization

· The Denver Emergency Response Organization.
Corporate
· The ACME Corporate Crisis Management Team and the Media Center will be fully activated and operated.
· The Exercise will be held during the work day; it will be conducted between 0800 and 1600 hours.  Activation will be on a real-time basis.
· The IT Disaster Recovery Plan will be activated and implemented within ACME Corporate.  Communications to and activation of the Back-up Data Center will be required, but transfer of operations will not be exercised.
· The following departments will participate: {list} and the following will be simulated: {list}.

· (Others as appropriate)
Scope for the Denver Division
· The Denver Manufacturing Facility Emergency Response Organization will fully activate and respond on a real-time basis.
· County and city emergency responders will participate.  The exercise will require the mobilization of significant portions of their resources, including the Denver Fire Department

· Failure of network communications with ACME Corporate offices
· Business continuity/Recovery of at least one department, including simulated relocation
· State and Federal agencies will not participate; their response will be simulated.
· The following departments will participate: {list} and the following will be simulated: {list}.

· (Others as appropriate)
Scope for the Palo Alto and the Washington Divisions
· The Palo Alto and the Washington Divisions will not participate in this exercise.
· The Palo Alto and the Washington Divisions will provide telephone controllers to simulate their response to Corporate requests for information.
·  (Others as appropriate)

EXERCISE OBJECTIVES

Make your Exercise Objectives:

( Simple and Concise
( Measurable or Quantifiable 


( Challenging and Realistic
( Trackable or Relative to a 
Procedural Step
and
( Achievable!


Sample Objectives
(CRISIS MANAGEMENT TEAM)

1.
Demonstrate the capability of the Corporate Crisis Management Team to mobilize in a timely manner on a real-time basis.

How Satisfied: In accordance with Crisis Procedure 1.2, the Crisis Management Team (CMT) should be pronounced operational within 30 minutes of the crisis declaration.
(NOTIFICATION METHODS AND PROCEDURES)

1.
Demonstrate the ability of CMT personnel to send initial emergency notification messages to the Financial Community. LIMITATION: Financial agencies will be simulated.

How Satisfied: In accordance with Crisis Procedure 3.7, the CMT Financial Coordinator should notify the following financial institutions within 30 minutes of the CMT being declared operational: {...list...}

2.
Demonstrate the capability for ACME personnel to reroute incoming phone calls to the Media Center when questioned about the emergency.

How Satisfied: _______________________
(MEDIA AND PUBLIC RESPONSE)

1.
Demonstrate the capability of the Media Center to formulate accurate, clear, and understandable messages for the media and public.

How Satisfied: ___________________________
2.
Demonstrate the ability to monitor the Media to detect and correct errors.

How Satisfied: Messages with erroneous information will be injected at 1025, 1130, 1240, and 1305.  The Media Center Staff should recognize the errors and correct them in accordance with Media Center Procedure 4.7.

Sample Objectives (Continued)
(CORPORATE COMPUTER SYSTEM DATA RECOVERY)

1.
Demonstrate the ability to assess, isolate, and repair the loss of network communications to/from the Denver Division.

How Satisfied: Successful completion of Mini-scenario #13.
2.
Demonstrate the ability to re-start the network after a postulated network server failure.  LIMITATION: Exercise IT participants will troubleshoot the server failure and talk-through their actions in Room 918.

How Satisfied: Successful completion of Mini-scenario #14.  A network problem will be injected at 1415.  IT personnel should take appropriate action to assess and restore the situation.
3.
Demonstrate the ability to activate the Back-up Data Center.  LIMITATION: IT Department personnel will make arrangements per procedures, but will not travel beyond the Corporate Office.  Communications to and activation of the Back-up Data Center will be required, but transfer of operations will not be exercised.
How Satisfied: DRP Procedures will be implemented up to but not including Section 10.8 “Transfer of operations.”
 (MAINTENANCE OF MARKET SHARE)
1.
Demonstrate the Marketing Department's ability to develop a strategy and timetable to regain Widget market share.

How Satisfied: Messages will be injected describing ACME(s loss of market share.  The Marketing Department should assess the situation and develop pertinent strategies.  NOTE: This action will be prompted if appropriate Marketing Department activities do not occur by 1200.
SCENARIO 
DEVELOPMENT TEAM


[image: image4.emf]Scenario Coordinator


Scenario Team Member Traits:

	· 
	· 
	· 

	· 
	· 
	· 

	· 
	· 
	· 


Scenario Ideas
(Use Your Imagination!)

	#1: Technological Accidents

· 
	#2: Natural Disasters

· 
	#3: Business Crises

· 

	#4: External Threats

· 
	#5: Location Threats 
· 
	#6: Anticipatory Events

· 


	Scenario Ideas!
Technological Accidents
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	Computer Virus or Hackers

	
	Fire/Explosion

	
	Computer Network Failure

	
	Equipment Failure

	
	Contaminated Product

	
	Power Failure (Internal or External)

	
	Transportation Accident

	
	Hazardous By-Products

	
	Chemical Spill/Release

	
	Radiological Accident

	
	EPA Shutdown of Facility

	
	Gas Leak

	
	Air Quality Problem

	
	Medical Problems

	
	Offices Made Unavailable

	
	Process Failure

	
	Service Provider Failure

(Telephone, Internet, Water)

	
	

	
	

	
	


	Scenario Ideas!
Natural Disasters
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	Hurricane

	
	Tornado

	
	Earthquake

	
	Flood

	
	Tsunami

	
	Lightning

	
	Fire

	
	Drought

	
	Heavy Snowfall

	
	Ice or Ice Storms

	
	Landslides/Mudslides

	
	Dam Failure

	
	Infestation

	
	Contamination

	
	Sinkholes

	
	Volcanoes

	
	Extreme Cold/Heat 

	
	Extended Severe Cold/Heat

	
	Solar Magnetic Storms

	
	Epidemic

	
	Moose

	
	


	Scenario Ideas!
Business Crises
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	Product Problem/Recall

	
	Corporate Takeover

	
	Strike/Lockout/Labor Problem

	
	Workplace Violence

	
	Executive Death(s)

	
	Executive Dismissals/Raiding

	
	Computer Virus

	
	Sexual/Racial Harassment

	
	Whistle Blowing

	
	Class Action Lawsuits

	
	Consumerism Actions

	
	Mismanagement

	
	Embezzlement

	
	Supplier Problem/Disaster

	
	Key Customers Loss

	
	Sex Scandal

	
	Media Scare (Real or Not)

	
	Shareholder Suit

	
	Unfavorable Court Ruling

	
	Major Promotional Error

	
	

	
	


	Scenario Ideas!
External Threats/

Other Hazards
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	Terrorist Threat

	
	Bomb Threat

	
	Crisis at Neighbor 

	
	Sabotage/Theft/Arson

	
	Legislation

	
	Someone Else’s Crisis on Your Property

	
	Crisis Thought to be Yours

	
	Supplier Loss

	
	Crisis in Same Industry

	
	Government Restriction

	
	No Property Access

	
	Communication Failure

	
	Transportation Loss

	
	Rumors Being Spread

	
	Kidnapping

	
	Hostage Situation

	
	Political Situation

	
	Technology Progress

	
	


	Scenario Ideas!
Threats Due to Your Location
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	Chemical Plant

	
	Nuclear Power Plant

	
	Ocean

	
	Flood Plain

	
	Airport

	
	Major Highway

	
	Major Railway

	
	Military Base

	
	Federal Building

	
	Foreign Embassy

	
	Landfill

	
	Hazardous Neighbor

	
	Office above 10th Floor

	
	Cultural Risk

	
	Exchange Rates

	
	War

	
	Special Events

	
	Lack of Skilled Labor

	
	High Dependency on Government

	
	


	Scenario Ideas!
Anticipatory Events
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	Executive Scandal

	
	Poor Earnings Expected

	
	Key Customer Loss

	
	Key Supplier Loss/Failure

	
	Hurricane Forecast

	
	Severe Weather Forecast

	
	Executive(s) Departure

	
	Executive(s) Resignation

	
	Senior Executive to Rehab

	
	Fraud Discovered

	
	Power to be Shut Off

	
	Serious Product Problem Discovered

	
	New Computer Virus to be Unleashed

	
	 Lawsuit to be Filed

	
	 Rumors Being Circulated

	
	 Guilt by Association

	
	 

	
	 

	
	 

	
	



THE ACME CORPORATION

 CRISIS PLAN EXERCISE


SEQUENCE OF EVENTS
	
Approx.

Time
	Key Event
	Reference

	
0800
	Initial Conditions are established; commence the  Exercise
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
1600
	If not done already, the Exercise will be terminated.
	


Example Sequence of Events - Plant
	Time
	Key Event
	Ref.

	0800
	Initial Conditions established; commence Exercise 
	

	0805
	In Denver Building 4, process heater HX-2A develops an oil leak. This causes a large fire.
	MS-1

	0807
	Workers nearby hear several loud “pops”. An operator investigates. 
	

	0809
	The operator is overcome by fumes and collapses.
	MS-2

	0810
	Fire alarms sound; the Fire Brigade is toned out.
	

	0815
	The Denver County Fire Dept. arrives at the plant.
	

	0815
	The Denver VP declares a plant emergency per Emergency Procedure 2.0. The ERO is activated.
	

	0845
	A Channel 5 news team arrives at the plant gate.
	MS-3

	0900
	The fire spreads to the warehouse. . . .
	MS-4


Example Sequence of Events - Corporate
	Time
	Key Event
	Ref.

	0800
	Initial Conditions established; commence Exercise 
	

	0815
	The Denver VP notifies the Operations SVP about the plant emergency and its impact on production.
	

	0820
	Per Corporate Crisis Procedure 1.2, the Corporate CMT and the Corporate Media Center are activated. 
	

	
	 
	

	925
	Boston Channel 7 is reporting that the fire has killed several. . . 
	

	
	 
	

	1030
	CNN reports that the ACME disaster will cause sales of Widgets to plummet. The reporter further states that ACME’s main competitor, the Sullivan Corp., will soon become the sales leader in Widgets.
	MS-9

	
	 
	

	1415
	A static switch that is a part of the power feed system to the computer center fails.  This interrupts the main electrical feed powering the computer network. 
	MS-14


THE ACME CORPORATION

CRISIS PLAN EXERCISE

INITIAL EXERCISE CONDITIONS

Today is Tuesday, March 9, 2004.  All ACME conditions are as expected except as follows:

1. Senior Vice President of Company Operations, E. Fudd Jr., is on vacation and will return next Monday.

2. The IT Department will be taking out of service the Corporate Data Center back-up power supply for routine maintenance.  The outage will start at 1400 and should last for about one hour.  There will be no impact on company operations.

3. (Other corporate initial conditions)

1. The Denver manufacturing facility continues to work hard to complete the contract for the 5,000 Super-Widgets ordered by the RoadRunner Company.  All employees are working overtime to make the customer commitment.  Suppliers are making their deliveries as scheduled, but some of our employees are concerned about potential supply problems next month.

2. Current Denver manufacturing facility meteorological conditions are as measured except the wind is blowing from the south at about 10 miles per hour.

3. (Other Divisions initial conditions)

THE ACME CORPORATION

 CRISIS PLAN EXERCISE


Mini-Scenario No. #14

COMPUTER NETWORK FAILURE
1.
Responsible Controller:
Polly P. Sullivan
2.
Approximate time:
1415

3.
Locations:  ACME Corporate Computer Center; Denver Facility
4.
Summary of event:  A loss of power to the Corporate network occurs.  Access to the network and the Internet becomes unavailable.
5.
Objectives:
a.
To test communications without the corporate computer network. (C.4)

b.
To demonstrate the ability to restart the network after repairs are made. (D.1)

c.
To initiate IT Department Data Loss/Recovery procedures. (D.2)

6.
Required setup:  A power supply static switch mounted in a (simulated) power distribution cabinet; place this mock-up in the simulated computer power supply room (Room 4-30).

7.
Initial notifications/indications:
a.
No response at network terminals and printers.

b.
Computers do work on their hard drives only; there is no network or Internet access.

8.
Postulated Events:
a.
At 1415, a static switch that is a part of the power feed system to the computer center fails.  This interrupts the main electrical feed powering the computer network.

b.
The back-up power system is out of service for routine maintenance (see Initial Conditions).  The battery back-up restores power for a few minutes and then shuts down due to thermal overload.  It can not be restored easily.
c.
Users on the network find their computers work but have no access to the company network or the internet.  Re-booting works if attempted, but there is no network/Internet access.

d.
The CMT IT Coordinator should notify . . . . . . 

e.
Players should establish alternate network communications by . . . . . .


Mini-Scenario No. #14

COMPUTER NETWORK FAILURE
9.
Controller notes:
a.
At 1415, the CMT IT Controller will disconnect Wire X-15 in Panel 06-08 in the 12th floor computer closet. The Media Center Controller will disconnect connection 231 at server NNCY in the Media Center. The Denver IT Controller will disconnect connection 4138 at Server BSTR-12 in the ERO Room. This will disconnect the CMT, Media Center, and Denver ERO from the network. Users in the CMT, Media Center, and the Denver ERO find their computers work but have no access to the company network or the internet.  Re-booting works if attempted, but there is still no network/Internet access.
b.
IT Department should implement their Data Loss/Recovery procedure.  See Mini-Scenario #15.

c.
IT Responders will troubleshoot the computer failure and talk-through their actions.  This will be done in Room 4-30.

d.
The on-call computer maintenance vendor, if contacted, will be simulated by the Control Cell.

10.
Restoration guidelines:
a.
The IT Responders should determine that the failed component is the static power switch. This should take about 30 minutes.

b.
If IT Responders properly describe in detail what actions they would take to rectify the situation  (replace the part and power up the system per procedure), they will be successful. This should take another 30 minutes.  The IT Responders should then notify the CMT IT Coordinator.

c.
IMPORTANT: Upon successful resolution of the problem, the Field Controller is to notify the Lead Exercise Controller that power has been restored to the network and Participants can access the network.

d.
Users MUST reboot their computers in order to re-access the network.

11.
Attachments:


a.
Diagram of power supply showing static switch.

b.
Location and diagram of Wire X-15 in Panel 06-08 in the 12th floor computer closet

c.
Location and diagram of connection 231 at server NNCY in the Media Center

d.
Location and diagram of connection 4138 at Server BSTR-12 in the Denver ERO Room

Add to the Realism. . . 
( Doctored photos or maps of (damage(
( Smoke-generating machines

( Colored water/sand to simulate spills

( Tape off (flooded( or inaccessible areas

( Moulage for simulating injuries; live “victims”
( Use real broken equipment for repair teams
( Disable actual systems

( Actual travel to the Hot Site; transfer IT 

operations to back up data center

( Exercise messages, faxes, e-mails, articles
( Audio- and video-tapes of mock news reports
( Media/Journalism students at the Media Center

The Critique
WHEN:
(
Immediately after the Drill/Exercise, conduct an in-facility Critique.

(
As soon as possible after the Drill/Exercise, conduct a Consolidated Critique. This can be right after the in-facility Critique or within a week.

HOW:
(
Discuss Critique purpose, format, (rules(, time available, etc.

(
Briefly summarize objectives and scenario.

(
Go around the room and get everyone(s feedback: First Players, then Evaluators, finally you.  Keep it moving!

(
Summarize (We met 18 of the 19 objectives... overall, things went very well...tough scenario....( Be honest; participants know how things went.
(
Conclude with praise, encouragement, action plan, commitment, thanks.

POINTERS:
(
Always: Good training / Learned much / Improve communications.

(
Internally assess the criticisms: Some are valid; some are defensive.

(
Keep an open mind: there may be more than one solution to a problem.

(
Be honest; nothing personal; watch out for career suicide.

(
Emphasize positives as well as (opportunities for improvement.(
DEVELOP A TIMELINE!
Using the Sequence of Events (Timeline) grid format on Page 21 (ignore the reference column):
· Develop a Disaster Scenario for a Division (R&D, Services, or Manufacturing) 

· Develop a Crisis Scenario for Corporate 

· Add a “Keep Busy” / Surprise / Something Unusual to the timeline
How to get started:
1. List the assumptions you want to make:

· Name of your Company

· What your Company does/makes/provides
· Anything else that seems pertinent



(Hint: Do not get hung up on these!)


2. Consider these basic objectives:
· A Division disaster occurs that requires local emergency responders and activates the Emergency Response Organization
· This event drives the Corporate Crisis Management Team to mobilize
· A Corporate Crisis occurs later, requiring full Corporate Crisis Management Team operation
· It’s going to be a bad day at the office: something else happens.

Hints:
· Work together, compromise, make it happen

· Use the ACME Corporation (Page 12), or not

· Use an idea or two or more from Page 20, or not

· Do not solve problems now; that would come in the next revision

· Do not get bogged down in details; those would be developed in the mini-scenarios

· Do not elaborate on response actions.

Steve(s Quote
(A crisis is

a company(s

defining moment.(


Developing a Successful 


Exercise requires. . .

~
Hard (but Satisfying) Work

~
3-to-9 Months Lead Time

~
Desire to Really Test Your Program

~
Attention to Detail 
~
Creativity, Foresight, Leadership
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Name
Title�

Name
Title�

Name
Title�

Name
Title�

Name
Title�

Name
Title�

Team Title�

Name�

Company Name
��

�

�

Company Name
Department Name�

Corporate Crisis Management Team
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