Sundayis three-hour
workshops offer:

Sessions are rated
according to the level of
experience for which they
are appropriate. Novice
for those in the industry
less than two years;
Intermediate for those

in the industry for 2 - 5
years; and Advanced for
those in the industry for

more than 5 years.

Intermediate/Advanced

Building Psychological Infrastructure
in Todayis Color-Coded World

Reports have emphasized the importance of an
immediate psychological response to crises, di-
sasters, and even terrorism. Education and train-
ing on how to develop and sustain psychological
infrastructure in the workplace is long overdue.
This presentation will provide attendees with a
basic overview of relevant disaster psychological
information and best practices regarding an all-
hazards approach to critical events. Attendees
will consider their roles as workers, parents/family
members, and citizens and how to develop a
foundation of good coping skills, decision-making
strategies and simple psychological prepared-
ness techniques. The speakers will unveil their
iSeven Strategies for Psychological Prepared-
nessd and provide links to tools and resources
for understanding human behavior under stress-
ful conditions and guidance on how to create a
personal safety plan.

George Everly, Ph.D., Brian Flynn,
Ed.D. and Susan Flanigan, CBCP, are the
founding directors of Human Continuity, a
consulting yrm specializing in psychologi-
cal infrastructure for business continuity.
Dr. Everly is co-founder of the International
Critical Incident Stress Foundation.

Dr. Flynn is associate director of the
Center for the Study of Traumatic Stress,
Uniformed Services University of Health
Sciences.

Flanigan is the former director of public
affairs for the Missouri Department of Men-
tal Health.

Novice/Intermediate/Advanced

Best Practices for an Incident
Management Plan

For a truly effective and efycient contingency
planning program, the disaster recovery plan and
the business resumption/continuity plan cannot

stand on their own. An Incident Management Plan
is needed as the most effective and efycient way
to control the situation, save lives and assets, and
get your operation back in business as quickly as
possible with positive public relations. But what
information should be included in a corporate in-
cident management plan? This interactive session
will provide attendees with best practices to build
into an incident management plan that will man-
age your business disruption and interface with
public sector agencies effectively and efyciently.
The presentation of the audit checklist is designed
to give participants a way to review their plans and
measure them against industry best practices. At-
tend this session to prepare an informal evaluation
of your plan.

Peter Laz, CBCP, is a board member
of PPBI. He is responsible for the BC and
incident management programs at Capital
District Physiciansi Health Plan.

Deidrich Towne, CBCP, is security and
disaster recovery manager for National
Grid, USA and serves as chairman, PPBI
Board of Directors.

Intermediate/Advanced

Engaging Employees in Disaster
Preparedness

A major area of failure for even the best-written
disaster plans is in the inability to bring that plan
to each desk in the organization. Although a plan
can look pretty sitting on a shelf, if the employees
have no knowledge that it exists and do not carry
out their emergency responsibilities, all the effort
and expense are lost. Since the plan is in place to
ensure that the business survives an emergency,
it is possible the business could even go under- all
due to lack of an engaging employee-training pro-
gram. This session will focus on speciyc ways to
bring these themes to your employees in a lively,
engaging and entertaining way. Using techniques
such as a game show format for informational
review, hands on assembly projects to illustrate
the importance of communication and need for
plan building and ways to reinforce emergency
preparedness after students leave the classroom,
participants will have the opportunity to actually

participate in unique activities and learn how to
implement them at their own companies.

Theresa M. Smalley is the manager
of BCP for Wells Fargo Bank Consumer
Credit Group. She has been involved
with disaster planning, management,
response and recovery for more than 20

| years.

Maria E. Weller has been an emer-
gency preparedness specialist for Chev-
ronTexaco for 13 years. Her respon-
sibilities include the development and

maintenance of ofyce building emergency
management plans.
Chris Wimmer is facilities recovery pro-

gram manager for Genentech, Inc.

Intermediate/Advanced

Triage Assessment of Organizational
Reactions to Disasters

The emphasis in assessment for crisis manage-
ment and business continuity has traditionally
focused on prevention through BIA and risk as-
sessment. Unfortunately, these efforts are not
100% successful. In addition to these strategies,
a method that assesses organizational reactions
in the aftermath of a crisis is needed to enhance
BC in the recovery phase. This presentation de-
scribes the Triage Assessment Model that can be
used to gauge organizational reactions to crises.

Rick Myer, Ph.D. is an associate
i professor at Duquesne University and co-
| executive director of Crisis Intervention &
Prevention Solutions, Inc.
Richard James, Ph.D. is a professor at the Univer-
sity of Memphis and co-executive director of Crisis
Intervention & Prevention Solutions, Inc.

Novice/Intermediate/Advanced

Ready, Set, Exercise!

How to Develop and Conduct a Successful
Contingency Plan Exercise

Successful crisis management and disaster

180 p.m. - 4:30 p.m.

recovery takes more than a plan: it requires re-
alistic testing and validation. How do you do that
properly? Are your exercises smoke and mirrors
or do they provide as-close-to-real situations as
possible? How does your program compare?
How can you improve? During this hands-on
workshop, you will learn how to set up and
conduct a successful contingency plan exercise.
Students will master the aspects of effective ex-
ercise preparation and execution, including:

The scenario team

Objectives

Extent of play

Scheduling and coordination
Resources and props

Scenario ideas

Critiques

Imagination, creativity, and leadership
Exercise Planning Checklist.

—a—a—a-—_a_a_a_9_9_-2

You will learn how to avoid common pitfalls
during the development process and how to
anticipate and resolve potential problems that
could occur. Exercise evaluation and critiquing
methods will also be discussed. With his lively
style and real-life examples, Goldman will lead
the class through interactive discussions of suc-
cessful exercise development techniques.

Steve Goldman is a leading crisis
management, business continuity, and
_’ crisis communications consultant.  He

[~ 88 has more than 25 years experience in all
aspects of crisis management.

Novice/Intermediate/Advanced
Mock Disaster Exercise: The Ultimate Test
Session limited to 200 participants.

Come join Ernst & Youngis team of business
continuity professionals in the ultimate test of

a companyis crisis management capabili-
ties. The Company: A nationwide chain of
up-scale department stores whose name is
synonymous with American luxury and af-
puence. The companyis most important as-
set is its reputation for top-of-the line qual-
ity and service. The Crisis: Government
intelligence sources have obtained credible
information that a terrorist organization is
planning a major attack on the company or
its reputation. Although the nature or timing
of this attack is unknown, company ofycials
have been notiyed. The Crisis Manage-
ment Team: The company has a robust
crisis management structure, consisting of
corporate and regional crisis management
teams, emergency response teams, busi-
ness continuity teams, and various support
teams. All teams are immediately activated.
The First Challenge: As members of these
teams, you will initially face the challenge
of preventing, or preparing for, a range of
potential disaster scenarios that are limited
only by the terroristst imagination and re-
sources. You will also need to examine the
potential consequences of these scenarios,
and make a number of value-based policy
decisions. The Subsequent Challenges:
All further information is highly classiyed.
However, be prepared to spend the rest of
the exercise on the edge of your seat as
the terrorists put their plans into action, and
you put your crisis management capabili-
ties to the ultimate test.

Zll ERNST & YOUNG LLP

Emst & Young is one of the worldis leading
professional services organizations, with more
than 106,000 people serving as trusted busi-
ness advisers in 690 cities in more than 140
countries. In the U.S., Ernst & Young audits 282
of the Fortune 1000 companies, and is one of
the largest providers of assurance and advisory
services.

o
=i
Q
o
3
=t
o
=
@
g
%]
-+
@
=

\l

(%)
D
®
o
QD
Q
D
=
\‘
o
=
=
2
~+




General Session 0 1
8:15719:15a.m.

General Session 6 7
8:15719:15a.m.

General Session 6 4
8:15T19:15a.m.

Maintaining National Security
With Effective Communication and Teamwork

Initiating Business Continuity Planning for Terrorism Threats
Facing Every Organization

Homeland Security Planning, Response & Recovery:
Seven Key Threats, Seven Critical Capabilities

When the Homeland Security Act of 2002 was signed into law, it
created a massive network of departments designed to protect our
nation. Learning to work within this network and cooperate with other
agencies has been an ongoing process. Mark Mayyeld has played
an integral role in forging that cooperation and integrating methods of
communication between agencies. In this session, heill present tips for
managing people, communications and projects more efyciently and
with less stress. Learn how the processes he created for Homeland
Security agencies can be applied to any organization or program.

Mark Mayyeld is a communications specialist in the preparedness
division of Homeland Security. He has held this position since its inception
and has been responsible for promoting teamwork, communication and
cooperation. Mayyeld has worked with a variety of political ygures, including
Colin Powell and the President of the United States.

In the aftermath of 9-11, awareness of the risks of terrorism
against corporate and public targets in North America has grown
exponentially. However, realistic changes in the way that business
was conducted and continuity planning enacted have come only
incrementally. There remain too few standard approaches to such
preparation and no clear cut model of best practices. This general
session seeks to offer a summary of approaches and representative
models of contemporary best practices to illustrate and document
the lessons learned in previous terror attacks. This session will
feature a short ylm on best practices that is appropriate for senior
managers, executives, and all employees in your organization.
Robert Chandler, Ph.D, is a professor of communication at
Pepperdine University specializing in communication, crisis management
training and assessment.

Homeland Security Secretary Tom Ridge has recognized
Illinois as one of the three best-prepared states for a terrorist
event, post-9/11/2001. This presentation will provide a case-
study which describes the practical steps and actions taken
through the lllinois Terrorism Task Force both prior to and
after 9/11/01 to plan for, prevent, respond to and recover
from a major terrorist/weapons of mass destruction event.
The presentation will provide practical lessons learned from
the process that lllinois undertook to achieve this level of
preparedness. It will highlight the seven key threats and
seven critical capabilities that have been identiyed through a
statewide homeland security workshop and summit process.
It will relate this to the newly published National Incident
Management System for major incident planning, response
and recovery.

Richard Jaehne is the director of lllinois Fire Service Institute.
He is a member of the lllinois Governoris Terrorism Task Force, co-
chair task forcefs Training Committee and co-chair of the Homeland
Security Research Steering Group at the University of Illinois.

General Sessions are held each
morning and feature:

xpert Speakers

Viy  Finge o
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General Session 0 2

neral ion
9:30 T 10:30 a.m. General Session 8 5

9:30 T 10:30 a.m.

Protecting Americais Critical Electronic Infrastructure Are You Compliant?

The growth of the Internet and its convergence with communications
networks has produced extraordinary opportunites®we are ever
connected. But our vital systems are also connected: computers that
control our power grid, vast segments of our public telephone net-

Businesses are encountering a growing number of state and federal
compliance requirements, which makes emergency preparedness
and business continuity planning a major priority. We can expect
to see additional regulations considering the current focus on cor-

General Session 6 8

General General General works, process control systems in our oil reyneries, computers aboard porate accountability. The business continuity professional needs 9:30T10:30 a.m.
e e e U.S. Navy vesselg, even critical FAA systems. Therefore, in thgory’ a to be aware of the impact of these various regulations and laws Business Continuity Trends and Best Practices

Mark Dr. Sujeet David least, anybody with the knowledge, equipment and connectivity can on their organizations. This session will address the key laws and , , o
Mayfield Shenoi Nolan create widespread havoc. Indeed, cyber attacks might be launched standards facing the business continuity professional, an organiza- Learn abqut bgst pragtlges for your business gontmuny pro-
Homeland Univ. of Tulsa Forsythe individually or in conjunction with a natural calamity or a terrorist act to tionis responsibility for emergency preparedness and response and gram starting W|th.obta|n|ng management commitment, under-
Security wreak more death and destruction. This lecture discusses the threats how to establish a program to ensure compliance. standing your business needs, to develop and implement your

plan, importance of training and rehearsals, to continuous
program improvement.

Belinda Wilson, CBCP is the executive director of business
continuity services in the Americas at Hewlett-Packard. She is
responsible for the sales, delivery, and operations of HPis Business
Continuity Services.

to Americais critical electronic infrastructure and highlights the actions
we must undertake.

Dr. Sujeet Shenoi is the F.P. Walter Professor of Computer Science at
the Univ. of Tulsa. He is lead investigator on projects supported by National
Science Foundation, U.S. Departments of Commerce, Defense, Homeland
Security and Justice, and National Security Agency.

Alan Berman, senior vice president and business continuity manage-
ment practice leader for Marsh, has more than 15 years of experience in
the yeld of business continuity management.

General Session 6 6
10:457 11:45 a.m.

General . _
sfsi?fﬂ sffs?fﬁ'S Sesesri]sr? 6 General Session 8 3 _Get On Board! Incorporate the Incident Command System
Robert Al Regina 10:45 - 1L:45 a.m. into Your Company Plan General Session 8 9
- . . 10:45 7 11:45 a.m.
Pepperdine Marsh EMSS for Effective IT Governance 70s for emergency responders but only in recent times has it been Meeting Magic! Facilitate Your DR & BCP Meetings
University used in the private sector. With the implementation of Homeland

How much time and money are you wasting in unproductive
meetings? Todayis DR and BCP professionals spend up to
30% of their time in meetings. Learn to build consensus, move
projects forward, construct agendas and focus discussions.
Maximize results, build buy-in, and keep meetings on track.
Gain the fundamental principles of facilitation and techniques
that can make the difference between highly effective ses-

Security (HS) Presidential Directive #5 requiring ICS on the federal
level in all HS departments, many professionals see it only as a
matter of time before ICS becomes a requirement in other arenas.
Why use it? Simply put, it works! This fast paced program will give
an overview of ICS, show practical applications and detail how com-
panies of all sizes have effectively used it. The session goal is to

For the last 20 years, IT risk management solutions have evolved con-
siderably, yet the same issues and obstacles seem to prevail and have
impeded the success of corporate IT risk management programs.
Technologies have enabled businesses to drive unprecedented pro-
ductivity gains. At the same time, technology has escalated the expo-
sures in breadth and intensity. Vulnerabilities and threats are endless,

1ISIA U0 /T abed ass
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General General General b i demonstrate how ICS can solve the problem of departmental silos
. : : ut the funds and resources to address them are not. Only with an p p ; ; ; ; i
: Session - 8 S -9 - - : sions and meetings, and those which end in frustration and
Richard Belinda Barr ide insiaht i inni i initiatives in a company plan including emergency response, disas- -
Jaene Wilson Pruit); prcly(ylde insight into ksyst tglwmﬂmg tﬂe patle to cgr;)tgllr;.andhregucg ter recovery, busingss)::gntinuity andgcrisis c%mmyunicgtions. Barry Pruitt is president of PruSpeak Incorporated, a global
risk in your company by ynding the right strategy and building the busi- L o . . training and consulting organization, and an adjunct professor for the
il Fire Hewlett PruSpeak ness model to make it succeed! Reglna P,helps, CEM, RN, BSN, MPAis an |ntern§t|qna||y re;ognlzed USC School of Business.
Service Dept. Packard David Nolan joined Forsythe in January 2002. As Forsytheis vice expert in the yeld of emergency management and continuity planning. She

president of professional services and networking, he oversees all of the is founder of Emergency Management & Safety Solutions.

companyts consulting service practices.
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Novice/intermediate/Advanced

Next Generation Continuity Planning:
Simpler and More Effective

During 2004 Motorola completely revised its
BC program so it is simpler and easier to
implement. The result has been an increased
use of the program by business manag-
ers, and more complete institutionalization
throughout the company. This presentation
will review Motorolais experience and will
discuss how other companies might apply this
approach to their own operations. We will dis-
cuss a short-form BIA with a straightforward
test for criticality; standard process maps
designating operations presumed to be busi-
ness-critical; two bottom-line criteria for set-
ting recovery time objectives; a checklist for
suppliers; and an eight-step continuity plan.
The complete program guide and other ma-
terials used by Motorola will also be shared
with participants.

Dick Johns has been the director
of business continuity and crisis man-
agement at Motorola since 1998.

Novice/Intermediate

Can You Afford A Reactive Business
Continuation Strategy?

This session is geared to provide the novice
or intermediate business continuation profes-
sional with the tools to address a company
who is either unaware of their ability to recover
at the time of an incident or hesitant to invest
in developing sound business continuation
recovery strategies as they do not understand
their current risk and cost implications. The
session will walk the audience through the
steps required to pull appropriate resources
together to identify business needs, capa-
bilities, cost issues, and presenting compiled
data to management. In closing, an example
of Generic Town Companyis results is in-
cluded as a highlight.

Lauren Kiselica is a systems pro-
‘ cess manager in the corporate busi-
5 - ness continuation ofyce at Prudential.
e In recognition for her contributions to

Prudential in the area of business
continuation, Kiselica was awarded and received
both a Performance Excellence Award and Rock
Solid Award.

=~

Intermediate/Advanced
Creating a Mass Notipcation Strategy

The San Diego area wildyres and the August
blackouts last year were a wakeup call for
numerous businesses, schools, and other
organizations without any kind of mass notiy-
cation system in place. With the exception of
tedious manual phone trees, most organiza-
tions did not have any way to quickly get in
touch with a large number of people (sales
forces, parents, etc.) to communicate urgent
information.  This session will provide the
information needed to determine mass noti-
ycation needs and take the next step. Stuver
will take participants through the various
criteria/steps that go into developing a mass
notiycation strategy.

Patrick Stuver is a partner and
"| founder of National Notiycation Net-
work (3n), where he and his team
have developed the industry leading
mass communication application for
the business continuity and disaster recovery
professionals.

Intermediate/Advanced

E-Mail Protection, Strategies and
Justipcations

The methods and volume of cyber abuse of
information and network resources is rising
at an alarming rate. The premier method for
delivery is quickly becoming e-mail. These
abuses have major impacts on employee pro-
ductivity, copy right infringement, liability and
the over all success of an organization. At-
tendees will come away with a method for de-
scribing a business model based justiycation
for the procurement and deployment of e-mail
content management technologies. In addi-
tion a tiered strategy for implementing such
controls and technical evaluation criterion
will be reviewed. Finally, leave with a method
for successfully implementing and operating
those technologies in an enterprise.

= Jason Stradley, CBCP, is currently

1 the IT security manager for Corn Prod-

ucts International. He has more than

=1 22 years of experience in providing

solutions for complex enterprise en-
vironments.

1:30--2:30 p.m.

Advanced
Forensic Accounting 8 Fraud

Forensic technology services has been
deyned as the use of technology to handle
evidence in a legally sound manner. Almost
all investigations and litigation today involve
digital evidence. Enterprise networks are
used by organizations to conduct business
and are under constant threat of cyber attack
and manipulations. We will discuss how you
can investigate these challenges and ferret out
relationships and anomalies in your business
records to uncover biases in data, errors, and
fraud. Take control of your digital data both
proactively and reactively and ease the burden
of response when an incident occurs.

Thomas Talleur is senior vice president, FACS
- forensic technology for Marsh. He has extensive
executive, law enforcement, public policy, and
private sector advisory services experience.

Novice/Intermediate/Advanced
Information Security: Are You a Target?

A complete business continuity plan includes
the assessment of threats to your organization,
and steps to mitigate those risks. But will you
be able to reduce the risks if you do not under-
stand how you may be a target? The purpose
of this session is to provide insight into some of
the information security threats your organiza-
tion may face. By understanding why you may
be a target and how your information might be
compromised, you can begin to put in place
the policies and procedures to better defend
your assets. In this presentation, you will see
and learn about some of the readily available
methods and tools that are used to gain ac-
cess to organizations sensitive information,
including demonstrations of technology and
social engineering examples.

Jim Baird, CBCP, director, business
continuity, for U.S. Central, the nationis
only wholesale corporate credit union
and one of the most highly rated

depository institutions in the world.

Intermediate/Advanced

Effective Use of Transit Management
During A Crisis

Many public transit systems in the United
States are implementing Transit Management
technology to better manage the day-to-
day operations of their peets, but this same
technology can be utilized to effectively
dispatch/move peets to meet the special
needs of a crisis. If implemented throughout
a communityis peet of public vehicles (police,
street maintenance, yre trucks, etc) the stage
is set to orchestrate rapid and complex vehicle
movements to end a crisis before it begins.
Each participant will gain an understanding
of current technologies and the best ways to
implement them to maximize their beneyt.

Denny Hodge, CBCP, is a project
manager with the Integrated Local
Governmentdivision of SiemensVDO
Automotive, where he is responsible
for implementation of complex, large scale
public transportation management systems.

Novice/Intermediate
A Positive Force In A Negative Field

Selling business continuity planning to man-
agement is one of those topics that is never
easily addressed. We are told to focus on
management liability, relate stories of other
organizations that have experienced disas-
ters, quote statistics and other scare tactics
or finegatived messages. If you think about it,
there are a lot of beneyts that a good business
continuity program provides an organiza-
tion. These beneyts are realized even if an
organization never has to implement the plan
(which we all hope is the case). This session
will discuss many of the beneycial effects a
good business continuity program can provide
an organization and furnish you with a positive
story to relate to management.

Gerry Printz, CBCP, CISA, CISSP,
is president of Amsador, Ltd. He has
more than 25 years of experience in
information systems. He has written
more than 100 business continuity

plans for data centers running Local and Wide Area
Networks, midrange computers and mainframes.
He has also written plans for business unit recovery,
manufacturing plant poor recovery as well as recov-
ery plans for entire organizations.

Novice/Intermediate/Advanced

Whatis Best For Your Enterprise?
Internal, Commercial or Hybrid Solutions?

As your business grows, are you ynding that
your availahility requirements arenit as clear-
cut as they used to be? Does your enterprise
call for a hybrid solution of minutes, hours,
days and/or weeks? Weill take a look at one
teamis challenge in delivering cost-effective
scalability, pexibility and creativity within a test-
able hybrid availability solution that provides
tiered recoverability. This session will delve
into how the team designed, implemented and
manages tiered recoverability. The session will
also explore how multiple business
partners are leveraged to facilitate
hybrid solutions that are scalable,
testable, cost effective and execut-
able.

Scott Laman is director of continuous
availability for ACS.

Lynn James is senior product man-
ager of continuous availability, ACS.

Steve Piggott is VP, Solutions Ar-
chitecture Group, SunGard Availability
Services.

Novice/Intermediate/Advanced

Risky Business & Understanding Your
Risks Through the Performance of a BIA
And a Risk Assessment

Your CEO asks iWhere are we most vulner-
able?0, iWhat poses the gravest threat?0 A risk
assessment is the yrst step in implementing a
business continuity program for your company.
This session will provide an overview of the
steps required to conduct a business impact
analysis to understand what is at risk and a risk
assessment, elements to consider in calculat-
ing a return on investment and to implement
a total business continuity and resiliency pro-
gram. We will review a qualitative and quanti-
tative risk assessment and tailoring to industry
speciyc risk assessment such as healthcare
HIPAA risk assessment, chemical risk assess-
ment and cyber risk assessment.

James Hall is a consultant with IBMis
Business Continuity and Recovery
Services.

Raymond Jean is a certiyed manag-
ing consultant within the IBM Business
Resilience and Continuity Consulting
practice.

2:45<3:45 p.m.

Advanced

Guiding Practices and Principles In
Developing A Strong BCP

As you travel along the path of creating a
strong BC function within your organization,
you are certain to encounter a few potholes
and outright roadblocks along the way. Learn
some of the proven practices and principles
that have been instrumental in the develop-
ment of a strong BCP program at MasterCard
International. The MasterCard BCP Program
has evolved over the past 14 years to become
a formal enterprise-wide function addressing
all aspects and components of the planning
effort. Learn some of the key techniques that
have helped this organization overcome many
of the same barriers all of us will face.

Randy Till, CBCP, is vice
president, global business continuity
management for MasterCard
International.

Catherine Kimball is the director
of business continuity planning for
MasterCard International.

Novice/Intermediate/Advanced

Identifying, Managing and Recovering
Business-Critical Records

An essential element of business continuity
planning is identifying the records that are criti-
cal to the core operations of the business so
that they can be properly safeguarded. Since
only three to yve percent of an organizationis
records are truly critical to the continuity of the
business, implementing and sustaining a vital
records program can greatly reduce the costs
of recovery in the event of a disaster. This ses-
sion will cover the requirements within the yrst
American National Standards Institute (ANSI)
ARMA International standard on establishing a
vital records program. Short case study exam-
ples will illustrate appropriate implementation.

Diane Carlisle, CRM, is the director
of professional resources for ARMA
International. Her primary responsibility
for ARMA is directing the Standards
Development Program.
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Novice/Intermediate/Advanced

The Role of Travel Risk Management in
Contingency Planning

In todayis world, it is crucial that companies
and contingency planners allocate the means
necessary to ensure the safety and protection
of their most valuable resources T their human
assets. Contingency planners must not only
have the means to react and respond to any
situation in which the well being of a business
traveler is put into jeopardy, they must make
proactive efforts. Learn how to identify the real
and speciyc threats being faced by contingen-
cy planners, employers and their traveling em-
ployees. Find practical tips on how to mitigate
these threats through a proactive, comprehen-
sive travel risk management program.

Bruce Mcindoe is founder and CEO
of IJET Travel Risk Management,
1 a company that monitors the world
BSP™ around-the-clock and alerts travelers to
events and situations.

Novice/Intermediate/Advanced

EOC Expert Panel: How To Make
Your EOC Really Work

Macyis West and Toyota Motor Sales, USA,
Inc. have been developing comprehensive
enterprise-wide BC programs since 1997. This
panel discussion will stress what has worked
well in their emergency operations center plan-
ning, and what they have learned. Come hear
from those who have been benchmarked for
industry fibest practicest both domestically and
internationally by similar companies in their
respective industries. Hear from the business
continuity managers and their EOC chairmen
what their real-life experiences have
i been in exercising their programs.

Panel Member: Joe Baxter cur-
rently serves as corporate manager with
Toyota Motor Sales, U.S.A.

Panel Member: Shirley Ono is
Macyis Westis Business Continuity
A= Manager.

8 Panel Member: Janet Mebust is
Toyota Motor Salesi Business Continuity
Manager.

Moderator: Judy Bell is president of

the Disaster Survival Planning Network.

Intermediate/Advanced

Crisis Communications - Being Prepared
is Easier Than Ever

Communications have always played a vital role
in the success or failure of businesses. What-
ever the role of communications in your organi-
zation, insuring their continuity in a time of crisis
is key to your organizationis ability to recover.
Learn the role of communication during a disas-
ter and how recent technological advancements
have revolutionized the process of communicat-
ing with employees during a crisis. Discussed in
detail will be the methods currently being utilized
at T. Rowe Price to notify employees and insure
communications continuity in time of crisis. The
discussion will highlight current industry best
practices that help insure communication con-
tinuity and will arm you with actionable data and
next steps that will protect your organizationis
communications in a crisis situation.

Satin Mirchandani is the chief ex-
ecutive ofycer of MessageOne, and a
member of the MessageOne Board of
Directors.

Blaise DiAmbrosio is vice president, global
continuity for T. Rowe Price.

Novice/Intermediate/Advanced
The Problem With 0Best Practiceso

fiBest Practicest is a popular expression of the
intent to manage business continuity prudently.
Best Practices are seen as a way to sidestep the
quantiycation of risks, as well as, the evaluation
of the cost-beneyt of proposed mitigation
solutions. There are several reasons why Best
Practices fiAinito. 1) Itis unreasonable to assume
that a best practice could optimally answer the
BC questions for both my organization and your
organization. 2) Given the wide assortment of
published fbest practicess, which of the best
practices really are the ibest) for any particular
circumstances? 3) Which best practices are cost
effective? The fundamental requirements for
business continuity is to measure and evaluate
risks, determine which risks are the most serious
risks and then make a rational choice on how to
best invest to optimize return.

m  Dennis Wenk is senior global architect,
| business continuity and resilience for

Hitachi Data Systems. He is responsible

for creating High Availability solutions.

4:15 ~5:15'p.m.

Advanced

WiFi Security

Today, security needs to be the cornerstone
of a companyis computer network. With the
advent of wireless communications technolo-
gies, that security and privacy is threatened.
This presentation will look at security tech-
niques that both users and companies need
to be mindful of in this new age. Conorich will
discuss methods and forms of hacker attacks
and industry standards, fiBest Practices, that
can improve your overall wireless security
posture.

1 Doug Conorich is the global

solutions manager for IBM Global
Services) Managed Security Services.
In this capacity, he has responsibility
for developing new security offerings,
insuring that the current offerings are standardized
globally, and all training of new members of the
MSS team worldwide in how to do fiEthical Hack-
ingd and service delivery.

Novice/ Intermediate/Advanced
Professionalism in BCP

This session features an overview of
the certiycation and education programs
available from DRI International. DRIl has
been providing instruction in business

continuity planning (BCP) methodology since
1988. Staff and leaders will be on hand to
describe course objectives, the process
for attaining certiycation in BCP and other
services.

DRIl is a recognized
leader in providing education,
INTERNATIONAL standards, and professional

certiycation. DRIlis goals are to
create a base of common BCP knowledge through
education, assistance, and the development of a
resource base; to certify qualiyed individuals; and
to promote the credibility and professionalism of
certiyed professionals.

Intermediate/Advanced

The Threat from Within: The Most Common
Ways Trusted Insiders Leak Conpdential
Data and How to Stop Them

Enterprises have invested millions in intru-
sion protection, yrewalls and other systems to
protect themselves from the threat of outsiders
breaking into their data networks. But it is often
the well-meaning insider who represents the
greatest threat for exposure of conydential,
proprietary or regulated data. Insiders who leak
data expose their companies and their ofycers
to embarrassment, lost customer trust and
business, steep regulatory ynes and lawsuits.
This presentation will give an overview of the
insider threats facing todayis enterprise, dis-
cuss the most commonly overlooked sources
of information leakage, and present speciyc
techniques businesses can immediately use to
protect critical customer and company informa-
tion from the threat of information leakage.

Michael Wolfe is vice president of en-
i= gineering and co-founder of Vontu. Wolfe
§ has a successful track record of building
industrial-strength software solutions to
address emerging market opportunities.

Novice/Intermediate/Advanced
Wells Fargo BCP Evolutions

Learn how Wells Fargo developed and struc-
tured its BCP program to integrate incident
management, emergency management, busi-
ness and technology planning. The presenta-
tion will describe the nine-step process used
to identify, develop, and maintain continuity
plans. Additionally, see how Well Fargois plan
structure integrates the incident management
team with site-based plans as well as business
and technology unit plans.

Aaron Meckler has held the posi-
| tion of Wells Fargois corporate BCP
! compliance ofycer since 1997. He has
responsibilities for the corporate BCP
ofyce, technology BCP teams, site based plans, and
corporate incident management.

Rex Engstrand has directed Wells
Fargois Corporate BCP ofyce since
1999. He was responsible for establish-
ing a company-wide business continuity
program that focuses on emergency
management and continuity of business.

Novice/Intermediate/Advanced

Using the ITIL Framework to Implement
Continuity Management

The ITIL/ITSM framework provides compre-
hensive guidance that allows an organization
to implement effective IT service management
processes. ITIL/ITSM is rapidly being adopted
as a standard in medium to large enterprises with
a focus on quality and operational effectiveness.
This session will explain the IT Service Continuity
Management process within ITIL and will provide
a detailed roadmap for using ITIL/ITSM-compliant
processes to optimize the business continuity/
disaster recovery function. By incorporating best
practices and the guidance provided by ITIL into
a coherent BC/DR process, enterprises can inte-
grate the BC/DR function into critical areas such
as change control and incident response.

Adelle Mcllroy is principal consultant
with International Network Services, a
global consultancy based in Santa Clara,
California.

Daniel Pettibone is principal consultant
with International Network Services. He specializes in
ITIL process design, implementation and assessment.

Novice/Intermediate/Advanced

Tabletop Exercises: How to tWowb
Management

A plan is only as good as the information in it,
and a well exercised plan is the best insurance
an organization can have to ensure continuing
business in the event of a disaster or other busi-
ness interruption. In this session, you will learn
how to conduct exercises that will adequately test
your plans and {WOW} your management. Many
different types of exercises will be discussed but
the session will concentrate on exercising your
business resumption plans and the EOC using
Tabletop exercises. You will see how you can plan
and execute exercises with internal resources
only on a shoestring budget and still achieve the
same results as exercises led by consultants.

7] James Kotowski, CBCP, is currently a
= =1 business continuity planner with the State
: f—}i of California, Franchise Tax Board. He is
< responsible for the business continuity
program for the department and was hired
speciycally for his experience with exercises.

B

1:30<2730'p.m.

Advanced

Predictive Management: The Evolving
Paradigm for Business Continuity

To prepare for the next disaster, ynancial
institutions must adopt a new paradigm
T assuming that facilities and systems
will eventually fail, no matter how many
precautions are taken T to mitigate any
business-threatening effects. This session
will offer a comprehensive strategic plan-
ning framework T a planning model T that
codiyes the potential effects of natural and
manmade disasters. Its purpose would not
be to prepare countermeasures against all
of the potentially bad things that can hap-
pen, but to apply reasonable protection
to avoid or recover from the effects they
cause.

Steve Ross is a director in Deloitte
and Touchels Information Security
Services group and national leader of
= the yrmis BC management practice.

Intermediate/Advanced

Maximizing the Bottom Line through
Collaboration: Best Practices for Creating
a Uniped Risk Management Approach

Companies undertaking risk management
strategies must wade through the organiza-
tional and logistical difyculties of cooperat-
ing with multiple departments and visions.
This presentation offers a high-level, best
practices approach for maximizing beneyts
to the bottom line by unifying the objectives
and departments involved in risk manage-
ment. Learn how to develop a working
collaboration model that allows companies
to achieve business goals while interfacing
with multiple entities across broad-rang-
ing initiatives. Finally, weill demonstrate
how strategically aligned IT, business and
security departments set new standards for

: optimal cost and risk manage-
ment programs.

Michael Croy is Forsytheis busi-
ness continuity practice manager.

Edward Smith is Forsytheis
director of security solutions.
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