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Financial Crisis

» What started as a US mortgage problem in June 2007, led to the
financial crisis and a global recession

= Fannie Mae and Freddie Mac (80% taxpayer owned & Govt. backed)
= $182B AIG bailout (80% taxpayer owned)

= $700B Emergency Economic Stabilization Act 2008 (TARP)

= Over 84 FDIC insured banks have failed in 2009

= $57B GM and Chrysler bailouts, followed by bankruptcies

= $30B GM bankruptcy funding (61% taxpayer owned)

= $787B American Recovery and Reinvestment Act (ARRA)

$1.6T Federal deficit; growing to $9T by 2019, 82% of GDP

= Global recession
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Emergency Economic Stabilization Act 2008
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American Recovery & Reinvestment Act 2009
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Impacted
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Risk Continuum

60% of US Organizations
A

Cash

Flow

Cash
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Risk Continuum

Cash Cash

Flow | success | | Lagging | | Stressed | [Distressed| | Insolvent|

Where is your organization on the continuum?
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Risks

Foreign Interaction Brand Reputation | Legal
Exchange

Regulatory Strategy Operational Sovereign Political
'TEChnOk)gy Weather
Geologic Labor Sabotage Terrorism Systemic
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Standards

The Committee of
Sponsoring
Basel Accords Organizations of the
'Treadway Commissions
(Coso)

Causality Actuarial 1ISO 27002

Society (CAS) Information Security

Risk and Insurance
Management Society
(RIMS)

New York Stock
Exchange

&= FallWorld 200

' THE WeRLD'L LARGEST BC/DR COMFTRTNCE
SIIEIED. Cavroanw =

Control Objectives for
nformation and Related
Technology (COBIT)

1SO 31000

Enterprise Risk
Management

Sarbanes Oxley
Section 404

Definition

Enterprise Risk Management (ERM) is a
process, effected by an entity’s board of
directors, management and other personnel,
applied in strategy setting and across the
enterprise, designed to identify potential

events that may affect the entity, and
manage risk to be within its risk appetite, to
provide reasonable assurance regarding the
achievement of entity objectives.
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Framework

Risk Management
Objectives
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Event Identification

ERM

Components Risk Assessment
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Risk Response

Control Activities

Information & Communications

Monitoring
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Benefits

= Provides value for stakeholder

» Enables management to effectively deal with risk
and opportunity

» Helps management achieve performance and
profitability targets, and prevents loss of resources

» Ensures effective reporting and compliance with
laws and regulations

» Avoids damage to brand and reputation
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Maturity
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So what happened?
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Challenges

» In many organizations, ERM is more for show
than a fully integrated business function
= Satisfy Sarbanes-Oxley, NYSE and Standard & Poor’s
= Perceived as a cost of doing business

= CEOs and CROs do not communication on a regular
basis

= CROs do not have direct lines of communications with
board members

= ERM organizations have focused on internal controls and
financial risks, and not taken an enterprise-wide view
that includes strategic and operations risks
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Findings

» Since September 2008, the spotlight has focus on
risk management:

= 72% of senior executives are concerned about their own ERM
vulnerabilities Towers perrin

= 75% of key risks are communicated on an ad hoc basis at management
meeting Nc state

= 74% of ERM organizations do not provide a report on the organization’s top
risks to the board of directors nc state

= 58% of employees had little or no understanding of how risk exposures
should be assessed for likelihood and impact kpvme

= 50% of organizations are not strongly averse to risk or risk averse nc state

= 44% of organizations do not have ERM processes in place and have no
plan to implement ERM nc state
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Future

= To assure the financial crisis never happens again,
federal regulatory agencies will issue an series of
risk management compliance requirements

= Board of directors will increase their oversight of
the top enterprise-wide risks

= C-level executives will embrace enterprise risk
management , along with middle management,
employees, partners and suppliers
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Emerging Risks
= Unemployment

= Protectionism

= Inflation / Deflation

= Deficit

= China
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Questions

Enterprise Risk Management & Business Continuity Planning
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u Glen Boyls, Consultant
at Certified Business Continuity Professional

AMX International, Incorporated
703.864.7046 ¢ glen@amxi.com ¢ www.amxi.com
Washington, DC
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