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Who We AreWho We Are

250K People250K People
O P i l b t th Ol i dO P i l b t th Ol i dOn a Peninsula between the Olympic and On a Peninsula between the Olympic and 
Cascade mountainsCascade mountains

Washington State

Kitsap County

In Seismic Risk Zone 3 (of 4)In Seismic Risk Zone 3 (of 4)



Cascadia Subduction ZoneCascadia Subduction Zone

Within Striking Distance of 3 Volcanoes Within Striking Distance of 3 Volcanoes 

Mt BakerMt Baker
Mt RainierMt Rainier
Mt St. HelensMt St. Helens



May 18, 1980May 18, 1980

What We DidWhat We Did

BIABIA
–– Risk AnalysisRisk AnalysisRisk AnalysisRisk Analysis
–– Incident ManagementIncident Management
–– Develop Business Continuity StrategiesDevelop Business Continuity Strategies

D/R PlanD/R Plan
–– Defined application priority by tiersDefined application priority by tiers
–– Set RPO/RTOSet RPO/RTO
–– Train and TestTrain and Test

Vi t li tiVi t li tiVirtualizationVirtualization
–– Utilized technology to meet requirementsUtilized technology to meet requirements
–– From server virtualization to site recoveryFrom server virtualization to site recovery
–– This has been an evolving processThis has been an evolving process



Why We Did ItWhy We Did It

Protect life and propertyProtect life and property
Our missionOur mission–– Our missionOur mission

–– Meet citizens expectationsMeet citizens expectations
Serve citizensServe citizens
–– Local vs. regional incidentLocal vs. regional incident
–– Single source for serviceSingle source for service

State LawState Law
•• Continuity of OperationsContinuity of Operations
•• Meet RTO/RPO (user’s expectations)Meet RTO/RPO (user’s expectations)

How We Did ItHow We Did It

Virtualization assessmentVirtualization assessment
–– Server utilizationServer utilization

Server virtualizationServer virtualization
–– Microsoft vs. VMWareMicrosoft vs. VMWare

VMWareVMWare
–– DRS, vMotion DRS, vMotion 
–– Site Recovery ManagerSite Recovery Manager
–– Vizioncore vRanger ProVizioncore vRanger Pro

Data replicationData replicationpp
•• From HP EVA SANFrom HP EVA SAN
•• To Dell EqualLogic ISCSI SANTo Dell EqualLogic ISCSI SAN

Physical to VirtualPhysical to Virtual
–– Servers not yet virtualizedServers not yet virtualized



VMware Offers Protection At Every Level

Protection against hardware failures
Planned maintenance with zero downtime
Protection against unplanned downtime 
and disasters

NIC Teaming, 
Multipathing

High Availability,
DRS Maintenance Mode, 
VMotion Storage 

VMotion

Site 
Recovery 
Manager

VCB + Third Party

and disasters

Component Server Storage Data Site

VCB + Third-Party 
Backup Solutions,
VMware Data Recovery,
vStorage APIs

Challenges of Traditional Disaster RecoveryChallenges of Traditional Disaster Recovery

Complex recovery 
processes and 
infrastructure

Dependent on 
perfect training, 
documentation, 
and execution

Failure to meet 
recovery requirements

and execution

> Recovery takes days 
to weeks

> Recovery tests often 
fail

> Significant IT time 
and resources 
consumed
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Infrastructure Challenges of Traditional RecoveryInfrastructure Challenges of Traditional Recovery

RecoveryProduction

Fastest, most reliable Fastest, most reliable 
recovery requires recovery requires 
duplicating infrastructureduplicating infrastructure
–– Same servers sameSame servers same–– Same servers, same Same servers, same 

network configuration, network configuration, 
etc.etc.

–– Requires ongoing Requires ongoing 
managementmanagement

Idle infrastructure at Idle infrastructure at 
recovery siterecovery siterecovery siterecovery site
–– Difficult to share Difficult to share 
–– TimeTime--consuming to consuming to 

repurposerepurpose
Organizations spend significant time and money on 

recovery infrastructure that is rarely used

Building Better Disaster Recovery SolutionsBuilding Better Disaster Recovery Solutions

Management
– Simplify and automatep y

implementation, testing, and implementation, testing, and 
execution of recovery processexecution of recovery process

Data
Provide full protection of 
configuration, OS, and application data

Infrastructure
R d t d l it fReduce cost and complexity of 
providing infrastructure necessary to 
ensure successful recovery



Reduce Cost and Complexity of Recovery InfrastructureReduce Cost and Complexity of Recovery Infrastructure

Eliminate hardware dependencies
–– Reduce risk of failures during recoveryReduce risk of failures during recovery
–– Reduce ongoing management burdenReduce ongoing management burden

Production Recovery

Test/DevFailover

Reduce infrastructure requirements
–– Consolidate production and recoveryConsolidate production and recovery
–– Reuse servers from production Reuse servers from production 

for recoveryfor recovery

Turn recovery site into productive 
resource

L it f thL it f th

VMware VMware

–– Leverage recovery site for other Leverage recovery site for other 
workloadsworkloads

–– Resource guarantees ensure predictable Resource guarantees ensure predictable 
resource allocationresource allocation

Improving DataImproving Data ProtectionProtection

Traditional backup

VMware enables scalable, non-disruptive backup and 
simple, reliable restore to any hardware

p
• Disruptive to applications and users
• Slow, complex process for full restore

Backup with VMware Infrastructure
• Non-disruptive to applications & users
• VMware Consolidated Backup enables 

off-host backup with standard backup p p
software

• Enables image and file-level backup of 
virtual machines



Protection Against Planned DowntimeProtection Against Planned Downtime

Server MaintenanceServer Maintenance
–– VMotion & DRS VMotion & DRS 

Maintenance ModeMaintenance Mode

Key Benefits
• Eliminate downtime for

Maintenance ModeMaintenance Mode
–– Migrate running VMs to Migrate running VMs to 

other servers in the poolother servers in the pool
–– Automatically distribute Automatically distribute 

workloadsworkloads
for optimal performancefor optimal performance

Storage MaintenanceStorage Maintenance Eliminate downtime for 
common maintenance

• No application or end user impact
• Freedom to perform maintenance 

whenever desired

Storage MaintenanceStorage Maintenance
–– Storage VMotionStorage VMotion
–– Migrate datastores for Migrate datastores for 

running VMs to other running VMs to other 
storage targetsstorage targets

Protection Against Unplanned DowntimeProtection Against Unplanned Downtime
Component FailureComponent Failure
–– Leverage redundant network and Leverage redundant network and 

storage connectionsstorage connections
–– Share redundancy across workloadsShare redundancy across workloadsyy

Server FailureServer Failure
–– Automatic restart of virtual Automatic restart of virtual 

machines;machines;
VMware High Availability VMware High Availability 
automatically restarts VMs on other automatically restarts VMs on other 
servers in the poolservers in the pool

–– Continuous protection withContinuous protection with
VMware Fault ToleranceVMware Fault ToleranceVMware Fault ToleranceVMware Fault Tolerance

Site FailureSite Failure
–– Automated failover withAutomated failover with

VMware Site Recovery ManagerVMware Site Recovery ManagerX



Key Features of Virtualization D/RKey Features of Virtualization D/R
Hardware-Independence

• Reliably recover a virtual machine to any hardware
• Enable waterfalling of equipment to recovery site

Encapsulation
• All information about a system is stored as data on disk
• Entire systems can be protected with data protection tools

Partitioning and Consolidation
• Reduced hardware requirements at production and DR site
• Can use higher consolidation ratios at DR site 

Resource Pooling
• Transparently share and allocate hardware resources
• Automatic resource optimization

Simplifying the Disaster Recovery ProcessSimplifying the Disaster Recovery Process

Configure 
hardware

Install 
OS

Configure 
OS

Install 
backup 

Start “Single-step 
automatic recovery”

Physical

Eliminate recovery stepsEliminate recovery steps
–– No operating system reNo operating system re--install or bareinstall or bare--metal recoverymetal recovery
–– No time spent reconfiguring hardwareNo time spent reconfiguring hardware

p
agent

automatic recovery

Restore
VM

Power
on VM

Virtual 40+ hrs
< 4 hrs

p g gp g g

Standardize recovery processStandardize recovery process
–– Consistent process independent of operating system Consistent process independent of operating system 

and hardwareand hardware



BenefitsBenefits

Ease of scheduling testsEase of scheduling tests
T ti iT ti i di tidi tiTesting is nonTesting is non--disruptivedisruptive
Failover for upgrade testingFailover for upgrade testing
Rebuild a single serverRebuild a single server
Rebuild entire data centerRebuild entire data center
Build test scriptsBuild test scriptsBuild test scriptsBuild test scripts

ROI of owning hot siteROI of owning hot site

5 year commercial Hot Site cost5 year commercial Hot Site cost
$336 000$336 000$336,000$336,000

$4 000
$5,000
$6,000
$7,000
$8,000
$9,000

1st Year
2nd Year
3

1st yr $3K/mo=$36K/yr

2nd yr $4K/mo=$48K/yr

3rd yr $5K/mo=$60K/yr

4th yr $7K/mo=$84K/yr

$0
$1,000
$2,000
$3,000
$4,000

$ per Mo

3rd Year
4th Year
5th Year

5th yr $9K/mo=$108K/yr


