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• Disaster Recovery was the “term” and it only pertained to IT, 
or data processing.

• RTOs seldom went under a week or at the most three days.

• Planning was often synonymous with “off-site storage”

•• Written plans lacking detail were not viewed as a problem, Written plans lacking detail were not viewed as a problem, 
but something that could be addressed at time of need.but something that could be addressed at time of need.

Planning in the Early Days
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• Business Continuity Management is the “term” and being 
“resilient” is the new direction. It is an enterprise issue for 
both IT and business. 

• RTOs seldom go over 48 hours and most are under 24 
hours.

• Planning encompasses: risk assessment, BIA’s, recovery 
strategies, plan development, maintenance, testing and 
more.

•• Written plans lacking detail are a problem to be discovered Written plans lacking detail are a problem to be discovered 
during audits, tests and are considered unacceptable.during audits, tests and are considered unacceptable.

Planning in Today’s World
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In today’s world, when disaster strikes those responsible for a 
timely and effective level of recovery have no time to “figure 
it out” and “locate needed resources”, etc.

• You have to know exactly what to do, who’s in charge and 
have accurate, complete information readily available:
• Evacuation plans, employee tracking procedures
• Emergency methods of communicating, where ICC’s are
• Plans, checklists, restore procedures, team member     

contact information & assignments, call trees
• Vendor contact information, equipment lists, and more 

Planning Today Requires a High Degree of Readiness
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• Management
• Planner
• End-user

Who are the Players in the BC Management Program?
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Management’s Responsibility 
• Provide the funds and resources supporting an effective BC 

Planning Program
• From information provided via a BIA or otherwise, Establish 

requirements and goals of the BCP Program: RTO, RPO, 
Assumptions, etc.

• Support the implementation and application of BCP 
principles

• Ensure enterprise-wide buy-in and support
• Always know how ready the organization is and strive to 

improve it

Who are the Players in the BC Management Program?
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Planner’s  Responsibility 
•• For For preparing the organizationpreparing the organization to effectively respond to and to effectively respond to and 

recover from any disaster situation.recover from any disaster situation.
•• Must instill BCP principles and work through management Must instill BCP principles and work through management 

and the endand the end--user to develop, manage and maintain plans user to develop, manage and maintain plans 
that support both business and Information Technologythat support both business and Information Technology

•• Must always know and report to management the Must always know and report to management the 
organizationorganization’’s degree of readinesss degree of readiness

The Planner is the The Planner is the ““great facilitatorgreat facilitator””

Who are the Players in the BC Management Program?
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End-user’s Responsibility 
•• Mission Mission -- To To be prepared at all timesbe prepared at all times to relocate their area of to relocate their area of 

responsibility to another location and reresponsibility to another location and re--establish critical establish critical 
systems and services to a level supporting users and systems and services to a level supporting users and 
customers within the established Recovery Time Objective.customers within the established Recovery Time Objective.

•• Accomplish the above solely from information, resources Accomplish the above solely from information, resources 
and materials stored and accessible off premises.and materials stored and accessible off premises.””

Who are the Players in the BC Management Program?
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PLANNING FUNDAMENTALS

““Why is a Planning Tool Necessary?Why is a Planning Tool Necessary?””

With each Business and Information Technology Team With each Business and Information Technology Team 
having the fhaving the fundamentalundamental Mission Statement, the Teams Mission Statement, the Teams 

need to define what they need to do and have available in need to define what they need to do and have available in 
order to meet their mission, which will fall into four order to meet their mission, which will fall into four 

categories.categories.
•• OffOff--site Storage site Storage -- Physical items: box of forms, reference manuals, Physical items: box of forms, reference manuals, 

emergency cash, emergency cash, credit cards, signature plates, etc.   credit cards, signature plates, etc.   

•• Documents Documents -- Plans, checklists, completed templates, procedures, Plans, checklists, completed templates, procedures, 
informational reports, etc.informational reports, etc.

•• Reminders or Tasks (proactive) Reminders or Tasks (proactive) -- All teamAll team -- walkwalk--through and tests;  through and tests;  
FacilitiesFacilities –– run generators and top off fuel tanksrun generators and top off fuel tanks

•• IIssuesssues –– identify problems impacting response and recoveryidentify problems impacting response and recovery
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PLANNING FUNDAMENTALS

““Why Is a Planning Tool Necessary?Why Is a Planning Tool Necessary?””

As each Team works on defining, collecting and developing As each Team works on defining, collecting and developing 
their Offtheir Off--site Storage Items, Documents, Tasks and Issues, the site Storage Items, Documents, Tasks and Issues, the 

following must be established for each:following must be established for each:

•• AccountabilityAccountability –– who owns the itemwho owns the item
•• Priority Priority –– establish which items are mission critical establish which items are mission critical 
•• LocationLocation –– where is the physical item and softcopy storedwhere is the physical item and softcopy stored
•• Frequency of UpdateFrequency of Update –– how often does it need to be updated or how often does it need to be updated or 

replacedreplaced
•• WorkWork-- inin-- Progress or CompletedProgress or Completed –– is it ready and if not, when is it ready and if not, when 

With this information, the planner can manage the process of beiWith this information, the planner can manage the process of being ng 
prepared and know how ready the organization is at all times.   prepared and know how ready the organization is at all times.   
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PLANNING FUNDAMENTALS

Organizational MissionOrganizational Mission
It shall be the mission of the Company to establish and It shall be the mission of the Company to establish and 
maintain a Business Continuity Management maintain a Business Continuity Management ProgramProgram
supporting both Information Technology and Business supporting both Information Technology and Business 

that assures the well being and safety of employees, that assures the well being and safety of employees, 
protects company assets and provides for the continued protects company assets and provides for the continued 

high level of service of critics systems and services to high level of service of critics systems and services to 
customers and users.customers and users.
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• A Business Continuity Planning tool is essential to any 
organization desiring to establish and maintain viable plans.

• A Business Continuity Planning tool is essential to the 
Planner to meet the responsibility of ensuring the 
organization is prepared and to provide management with 
the answer to the one question they all have: “Are we ready?

Conclusion

““Why is a BC Planning Tool Necessary?Why is a BC Planning Tool Necessary?””
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Let’s Look at How a Tool Can be Used to Manage the 
Process of  Being Ready and Tell us How Ready 

We Are!
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Do We Really Need a Tool to Develop, Manage and Maintain an Do We Really Need a Tool to Develop, Manage and Maintain an 
Effective Plan?Effective Plan?

““Considerations in Purchasing a BC Planning ToolConsiderations in Purchasing a BC Planning Tool””

Each organization is different in size, complexity and Each organization is different in size, complexity and 
recovery objectives. However, all must keep their plans recovery objectives. However, all must keep their plans 
current, be able to distribute them on a timely basis and current, be able to distribute them on a timely basis and 

know at all times how ready they are. know at all times how ready they are. 

•• Recovery Time Objective Recovery Time Objective 
•• Size of Organization in employees, departments and locationsSize of Organization in employees, departments and locations
•• Number of Teams and Team MembersNumber of Teams and Team Members
•• Number of Items each will have: OffNumber of Items each will have: Off--site Storage, Documents, Taskssite Storage, Documents, Tasks
•• Resources dedicated to planning and their experience levelResources dedicated to planning and their experience level
•• Will the Planner manage it all or will the endWill the Planner manage it all or will the end--user play a roleuser play a role
•• Are compliance issues a factor: HIPAA, SOX, Pandemic, etc. Are compliance issues a factor: HIPAA, SOX, Pandemic, etc. 
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Who Makes the Decision?Who Makes the Decision?

““Considerations in Purchasing a BC Planning ToolConsiderations in Purchasing a BC Planning Tool””

MANAGEMENTMANAGEMENT
It is ManagementIt is Management’’s responsibility to provide the s responsibility to provide the ““Tools and  Tools and  

ResourcesResources”” necessary to support an effective business necessary to support an effective business 
continuity program.continuity program.

PLANNERPLANNER
The PlannerThe Planner’’s role in the decision is to ensure management s role in the decision is to ensure management 

is aware of the administrative and technical needs is aware of the administrative and technical needs 
supporting the development, management and supporting the development, management and 

maintenance of a plans that will allow the organization to maintenance of a plans that will allow the organization to 
effectively respond to and recover from any disaster effectively respond to and recover from any disaster 

situation. situation. 
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““Considerations in Purchasing a BC Planning ToolConsiderations in Purchasing a BC Planning Tool””

There are many aspects of selecting a tool that are unique There are many aspects of selecting a tool that are unique 
to an organizationto an organization’’s specific requirement and/or s specific requirement and/or 

preference. Such as: Cost, Web based or Client/Server, preference. Such as: Cost, Web based or Client/Server, 
Client or Vendor Hosted, etc. The items below are Client or Vendor Hosted, etc. The items below are 
considerations generic to the selection processconsiderations generic to the selection process

Contract Related:Contract Related:
•• Watch for hidden costs Watch for hidden costs –– it should spell out exactly what you get, when it should spell out exactly what you get, when 

you get it and how much it will cost.you get it and how much it will cost.
•• Be careful of longBe careful of long--term contracts without product and/or service level out term contracts without product and/or service level out 

clauses. Can you get out and if so, what is the penalty. clauses. Can you get out and if so, what is the penalty. 
•• You should expect to have an evaluation system prior to signinYou should expect to have an evaluation system prior to signing or a g or a 

guarantee out if not satisfied after installation and training.guarantee out if not satisfied after installation and training.
•• There should be limits on how much annual maintenance can incrThere should be limits on how much annual maintenance can increase ease 

each year. No more than 10% is reasonable.each year. No more than 10% is reasonable.
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““Considerations in Purchasing a BC Planning ToolConsiderations in Purchasing a BC Planning Tool””

Contract Related (Continued):Contract Related (Continued):
•• The amount of initial training should be defined and cost for aThe amount of initial training should be defined and cost for additional dditional 

training specified.training specified.
•• Whether you have a perpetual or annual licenseWhether you have a perpetual or annual license
•• How many concurrent users are allow at the specified price and How many concurrent users are allow at the specified price and how how 

much it cost for additional users.much it cost for additional users.
•• Ongoing Maintenance cost is usually based on the purchase priceOngoing Maintenance cost is usually based on the purchase price with the with the 

average being 15%average being 15%--17%. 17%. 

Product Performance and Ability:Product Performance and Ability:
•• UserUser--friendliness is the number one problem and complaint with tools.friendliness is the number one problem and complaint with tools. If If 

the endthe end--user doesnuser doesn’’t like it, they will not use it and planning will not  t like it, they will not use it and planning will not  
be successful. The real test is with the endbe successful. The real test is with the end--user.user.

•• Must be quick to implement, be trained and in a productive plaMust be quick to implement, be trained and in a productive planning nning 
mode. Several weeks is reasonable to expect.mode. Several weeks is reasonable to expect.
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““Considerations in Purchasing a BC Planning ToolConsiderations in Purchasing a BC Planning Tool””

Product Performance and Ability (Continued):Product Performance and Ability (Continued):
•• Must be userMust be user--friendly to the Planner: Teams, team members and their friendly to the Planner: Teams, team members and their 

plans must be able to be quickly reassigned supporting plans must be able to be quickly reassigned supporting 
reorganizations and changes.reorganizations and changes.

•• Are you locked in to specific Auto Notification Systems and InAre you locked in to specific Auto Notification Systems and Incident cident 
Management Systems or can you select the desired system and Management Systems or can you select the desired system and 
interface with it.interface with it.

•• Can you automatically generate a Call Tree and related reports.Can you automatically generate a Call Tree and related reports.
•• Is the endIs the end--user free to develop plans and information in any application user free to develop plans and information in any application 

and can those documents be included in a system generated plan.and can those documents be included in a system generated plan.
•• Does  security support limiting access to those only with need.Does  security support limiting access to those only with need.
•• Can you import contact information and is it a qualifying updatCan you import contact information and is it a qualifying update e 

process   process   
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““Considerations in Purchasing a BC Planning ToolConsiderations in Purchasing a BC Planning Tool””

Product Performance and Ability (Continued):Product Performance and Ability (Continued):
•• Knowing how ready an organization is for a disaster is essentiaKnowing how ready an organization is for a disaster is essential to the l to the 

planner and management. Does the system provide reports that planner and management. Does the system provide reports that 
indicate at the Team and Location level how ready you are. And, indicate at the Team and Location level how ready you are. And, if if 
not ready, what isnnot ready, what isn’’t and who is responsible.t and who is responsible.

•• Since planning is done on either a building, campus, location Since planning is done on either a building, campus, location or or 
geographical basis, can you manage preparedness and know the geographical basis, can you manage preparedness and know the 
degree of readiness at those levels.degree of readiness at those levels.

•• With all the items each Team is responsible for (which includesWith all the items each Team is responsible for (which includes
documents, tasks and offdocuments, tasks and off--site storage), can the system tell me site storage), can the system tell me 
their priority and impact on planning if not available or currentheir priority and impact on planning if not available or current. Can t. Can 
it tell me who owns them, where they are physically or in softcoit tell me who owns them, where they are physically or in softcopy, py, 
if they have been developed and if so, are they current and if nif they have been developed and if so, are they current and if not ot 
how  pasthow  past--due are they.  due are they.  
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““Considerations in Purchasing a BC Planning ToolConsiderations in Purchasing a BC Planning Tool””

Service Performance:Service Performance:
•• How are you to contact the vendor for questions and issues: emaHow are you to contact the vendor for questions and issues: email or il or 

phone. And, in what timephone. And, in what time--frame can you expect a reply.frame can you expect a reply.

•• Is Help Desk Support 24x7 or are there schedules. Are timeIs Help Desk Support 24x7 or are there schedules. Are time--zones a zones a 
consideration.consideration.

•• Is Training conducted onsite or via the web. If onsite, are theIs Training conducted onsite or via the web. If onsite, are there additional re additional 
costs.costs.
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““Considerations in Purchasing a BC Planning ToolConsiderations in Purchasing a BC Planning Tool””

General Questions:General Questions:
•• Are references available and are they actual users. Are they coAre references available and are they actual users. Are they compensated mpensated 

for being a reference or in anyway upon the sale of an account.for being a reference or in anyway upon the sale of an account.

•• Can you have an evaluation system loaded to you environment. UpCan you have an evaluation system loaded to you environment. Up to 30 to 30 
days is reasonable to expect.days is reasonable to expect.

•• Can you manage and report on specific compliance requirements oCan you manage and report on specific compliance requirements or r 
projects: HIPAA, SOX and Pandemic.projects: HIPAA, SOX and Pandemic.

•• Is there a Template Package available and/or Template Design SeIs there a Template Package available and/or Template Design Service. rvice. 

•• Does the system allow you to manage problems external to the noDoes the system allow you to manage problems external to the normal rmal 
planning process that may have an impact on response and planning process that may have an impact on response and 
recovery. recovery. 
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“Why is a Business Continuity Planning Tool Necessary?” 

 
In the early days of the Business Continuity Management industry, which was known then as “Disaster 
Recovery Planning”, planning tools were few in number and the case for using one was difficult to justify. 
Back then it was just Information Technology, or as some may recall, it was referred to as data 
processing. Also, many companies did not plan to recover in less than three days; five days or even a 
week to ten days was common. In this environment, the level of detail was not thought to be that 
important. The total effort of planning for many companies used to be: “We back-up our systems and 
move the tapes off-site every week. Whatever else we need, we can figure it out or get the information 
when the time comes.” 
  
Well, we all agree that the world has changed drastically in the last 25-30 years. Now, it’s Business 
Continuity Management and being resilient is the BCP word-of-the-day. However, the most significant 
factors impacting recovery planning and justifying the need for a planning tool are the shortening of the 
Recovery Time Objective to 24 hours or less for most critical systems, and that recovery planning is not 
just for IT anymore. It now includes the business side of the house. In today’s world, when disaster 
strikes, those responsible for a timely and effective level of recovery, have no time to “figure things out” or 
locate needed resources. They better know exactly what to do, who is in charge and have accurate, 
complete information readily available. That means the information being relied upon: plans, checklists, 
restoration procedures, contact information, equipment lists, etc. better be accurate, complete and be 
accessible. Therefore, a business continuity planning tool is essential to the user department, the BC 
Planner and Management in their effort to be properly prepared and know ahead of time their degree of 
readiness.  
 
When you look at how a viable plan should be structured and what it should contain, you will see how a 
BC Planning tool is essential for those responsible to manage the development of plans and supporting 
information as well as maintain them at a viable level going forward.  
  
Build the Plan at the Location Level 
Murphy (the term for what can happen will happen) never moved into the information age. He still strikes 
at the location or facility level; taking out a building, floor or a part there of. Design your plan on a location 
basis. If you have a campus environment, you may be able to consolidate buildings under one plan. Or, if 
you have many offices geographically dispersed, then you may consolidate them into logical groups: by 
state, region, etc. However, the best approach is to establish separate teams, plans and supporting 
resources by location if at all possible. A business continuity planning tool must allow those responsible to 
manage the preparation, maintenance and to know, in advance, the company’s degree of readiness.  

 
Establish a Recovery Team Structure     
Your company operates everyday under its established organizational structure, which is represented by 
a chart. For the most part, each of the areas depicted in the organizational chart is a player in the 
operation of the company. Therefore, consider establishing your recovery team according to your org 
chart, with one addition: a Crisis Management Team defined at the top to manage the overall preparation, 
the response to a disaster and the subsequent recovery effort. Now, staff those teams with effective 
leadership and supporting resources, collect and maintain current contact information. The sum-total of 
your teams represents your infrastructure. Everything necessary to a timely and effective recovery will fall 
under one or more teams. A BCP tool must provide for  team assignment and contact information to 
be maintained at a viable level and for the team manager, BC Planner and Management to know, at 
all times, the degree of readiness of each location at the team level. At time of disaster is not when 
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you want to find out your contact information is not current; in which case, you may be calling 
people who don’t work for you anymore or whose phone and/or address has changed. 
 
Teams Must be Prepared to Meet Their Mission 
A fundamental mission applicable to every team provides them with guidance supporting what they need 
to do to be prepared. This mission statement is: “each team must be ready at all times to relocate their 
area of responsibility, reestablish their critical systems and/or services within their Recovery Time 
Objective, provide their customers and/or internal users with the level of service they need, and to do all 
of this from information and resources located outside the building they are currently in.” With that said, 
the following are categories that each team must consider in their effort to meet their mission: 

 
Off-site Storage - Off-site storage pertains equally to the business units as it does to IT. Each 
team must define the physical items essential to their mission and have them stored off-site: 
boxes of special forms, reference manuals, rubber stamps, signature plates, extra payroll checks. 
The list goes on and on depending upon the business unit. A BCP tool must allow those 
responsible to know what off-site storage items are needed by which teams, where they are being 
stored, how important they are to the team’s mission and who specifically (by name) is 
responsible for them. Also, a BCP tool must allow those responsible to know at all times how 
ready the location is from an off-site storage standpoint. 

 
Documents - Identify the procedures, checklists, plans, and other information that will be 
required to support an effective response and recovery of critical systems and services. If they 
haven’t been developed, then they need to be. A BCP tool will allow those responsible to manage 
all the documents, both complete and those being developed, and to know who (by name) owns 
them, where the soft copy is, how important the document is to the team’s mission, what critical 
system or compliance issues they support, etc. Also, a BCP tool will produce a readiness status 
report regarding documents.  
 
Tasks – Establish tasks for each team that will enable them to be better prepared, such as: do a 
walk through every six months to ensure team members know exactly what to do, where to go 
and how to find what they need, etc.; have the facilities team crank up and run the diesel 
generators and top of the tanks. A BCP tool must allow those responsible to manage and know 
the status of all assigned tasks: who (by name) owns the task, how important is it to the team’s 
recovery mission, etc. 

 
Issues – Each team must identify and report any problems or “issues” impacting recovery. They 
may be specific to their team or the location in general. Those responsible for recovery don’t want 
to find out at time of disaster that something has not been done, done improperly, not provided 
for, etc. A BCP tool will allow those responsible to know at all times what issues impacting 
response and recovery exist: who (by name) owns the Issue; how does it impact recovery, what 
is the current status, etc. 

 
 
Why Can’t Word and/or Excel, etc. be Used to Develop and Manage the BC Plan? 
In part you can and, as a matter of fact, you should. The best applications for developing plans and 
collecting needed information are the applications you use everyday in conducting and managing your 
business: MS Word, Excel, PowerPoint, MS Project, WordPerfect, Visio, etc. A BCP tool must allow the 
user to develop needed plans, checklists and supporting recovery information in whatever application 
desired. However, the BCP tool must utilize a database to maintain the most critical and most frequently 
changing information, such as: Team contact and assignment information, vendor information, incident 
command center locations, emergency communications and procedures, etc. The tool will be used to 
maintain and manage information in its database as well as that contained in all documents. With 
knowing the status of all information, the BCP tool then can be used to create consolidated plans 
consisting of selected documents from any application combined with data from its database to generate 
current BC Plans. The process of using a BCP tool with a database that also accommodates your 
applications is an effective and proven method to manage all aspects of business continuity and produce 
plans from current information at anytime in the future. 
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Comments on “Why is a Business Continuity Planning Tool Necessary?” 
There are many aspects of business continuity planning that must be addressed in order to provide for 
overall recovery. This article addresses only those fundamental to planning at the team level. In a 
medium to large organization there could be hundreds or even thousands of individual items and 
information that must be managed and maintained to ensure recoverability. In support of that fact, a BCP 
tool is essential.  
 
Reality is that over 90% of the public and private sector is inadequately prepared to effectively respond to 
and/or recover from a disaster situation. Most organizations have outdated and ineffective plans or no 
plans at all. The single most significant cause is that plans are initially developed at a level beyond the 
organization’s ability to maintain afterwards at a current level.   
 
The majority of plans today are a result of no BCP tool or an inadequate tool. They are mostly a 
consolidation of MS Word and Excel documents that at one time contained viable information. However, 
with no way to manage the individual information within the documents, they soon become outdated and 
ineffective. And, for such organizations that do not use a viable BCP tool, recovery planning is a cycle of 
never ending major overhauls with demanding deadlines to update because it has become an issue again 
for management, auditors, compliance officers or a potential threat is pending. However, in between 
updates, if the company ever had to activate the plan, it would be a disaster in itself.  
 
A BCP tool is essential to any organization desiring to establish and maintain viable plans that are 
intended to respond to and recover from any emergency or disaster situation. A BCP tool is essential to 
the Planner to meet their responsibility of ensuring the company is prepared and to provide management 
with the answer to the one question they all have; especially when a threat is pending, “Are we Ready?” 
 
 
About the author: 
Mr. Lord is CEO of CPO, Inc. and has over 35 years in the business and IT environment with 30+ of those 
years involved in developing and maintaining both IT and business continuity plans. Mr. Lord is available 
for questions and comments at: Tim.Lord@CPOtracker.com and (803) 712-6105 
 
 
 
 


