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Business Continuity Planning
Historical Background and References
IT SECURITY PROGRAM 

Computer Security Act of 1987, P.L. 100-235 provides for Government-wide computer security, training in security matters of persons who are involved in the management, operation, and use of Federal computer systems, and a computer standards program within the National Institute of Standards and Technology. Specifically, the Act:
· Requires the identification of systems that contain sensitive information;   

· Requires mandatory periodic training in computer security awareness and accepted computer security practices for all persons involved in management, use, or operation of Federal computer systems that contain sensitive information and;   

· Requires the National Institute of Standards and Technology (NIST) to establish a Computer Standards Program. The primary purpose of the Program is to develop standards and guidelines to control loss and unauthorized modification or disclosure of sensitive information in systems and to prevent computer-related fraud and misuse. 

Office of Management and Budget (OMB) Circular A-130, Appendix III, Security of Federal Automated Information Resources, November 30, 2000 (Appendix III unrevised from February 8, 1996) implements the Computer Security Act. It establishes a minimum set of controls to be included in Federal automated information security programs; assigns Federal agency responsibilities for the security of automated information; and links agency automated information security programs and agency management control systems. 
Circular A-130 requires that each agency information security program include controls for general support systems and major applications. To maintain continuity of support for general support systems, each agency must establish a continuity of support program and periodically test the capability to continue providing service within a system based upon the needs and priorities of the participants of the system. For major applications, the agency must establish contingency plans and periodically test the capability to perform the agency function supported by the application in the event of failure of its automated support.
Government Information Security Reform Act (GISRA) of 2000, FY 2001 Defense Authorization Act (P.L. 106-398), Title X, subtitle G amends the Paperwork Reduction Act of 1995 (PRA) (44 U.S.C. Chapter 35) by enacting a new subchapter on "Information Security" which primarily addresses the program management and evaluation aspects of security. The Act requires annual agency program reviews, annual Inspector General security evaluations, agency reporting to OMB, and an annual OMB report to Congress. OMB Memorandum 01-08, "Act, “provides implementing instructions. Business continuity planning is among the management elements that GISRA addresses.
National Institute of Standards and Technology (NIST) documents provide guidance on business continuity planning. See the following:
· Federal Information Processing Standard (FIPS) 87, Guidelines for ADP Contingency Planning, March 27, 1981. This document is most useful in a mainframe environment.   

· Special Publication (SP) 800-12, An Introduction to Computer Security, October 1995. Chapter 11 addresses contingencies and disasters.   

· Special Publication (SP) 800-14, Generally Accepted Principles and Practices for Security Information Technology Systems September 1996. Section 3.6 addresses contingencies and disasters.   

· Special Publication (SP) 800-18, Guide for Developing Security Plans for Information Technology Systems, December 1998. Sections 5.MA.4 and 5.GSS.4 address contingency planning. 

National Security Telecommunications and Information Systems Security Instruction (NSTISSI) No. 1000, National Information Assurance Certification and Accreditation Process (NIACAP), April 2000, establishes the minimum national standards for certifying and accrediting national security systems. The process defined provides a standard set of activities, general tasks, and a management structure to certify and accredit systems that will maintain the information assurance and security posture of a system or site. Business continuity planning is an element of the certification and accreditation process.
CRITICAL INFRASTRUCTURE PROTECTION PROGRAM
Presidential Decision Directive (PDD) 63, Critical Infrastructure Protection, May 22, 1998, was issued to strengthen the Nation's defenses against emerging, unconventional threats, including those involving terrorist acts, weapons of mass destruction, assaults on critical infrastructures, and cyber-based attacks. Its goal is to ensure protection against increasingly vulnerable and interconnected infrastructures critical to the protection of national security, national economic security, or public health and safety. Specifically, these include essential Government services information and communications, banking and finance, energy, transportation, water supply, public health, law enforcement, and emergency services. Protection of a particular asset may have implications beyond the scope of the asset or the responsible organization's mission.
PDD 63 requires each agency to: 

· Protect its own critical infrastructure, especially cyber-based systems; 

· Assign information assurance responsibility to its Chief Information Officer; 

· Appoint a Chief Infrastructure Assurance Officer (CIAO) responsible for protecting all aspects of its infrastructure; and 

· Develop a plan for protecting its critical infrastructure by November 18,1999 and implement the plan by November 18, 2001. 

Specifics of PDD 63 require:
· Vulnerability assessments identifying threats, existing protection methods, probability of occurrence, and likelihood of success of the threats, 

· Mitigation Plans including remediation plans, and 

· Response and reconstitution plans to ensure minimal essential services. 


CONTINUITY OF OPERATIONS, ENDURING CONSTITUTIONAL GOVERNMENT, AND CONTINUITY OF GOVERNMENT PROGRAMS 
Executive Order (EO) 12656, Assignment of National Security Emergency Preparedness Responsibilities, November 18, 1988, addresses the concept of "Continuity of Government." It was issued in response to the potential threat posed by the former Soviet Union. It addresses national security emergency preparedness functions and activities including policies, plans, procedures, and readiness measures that enhance the ability of the United States Government to mobilize for, respond to, and recover from a national security emergency. It assigns national security emergency preparedness responsibilities to Federal departments and agencies based, whenever possible, on extension of the regular missions of the departments and agencies. 

Specific responsibilities of the Department of Commerce include the following:
· Develop control systems for priorities, allocation, production, and distribution of materials and other resources that will be available to support both national defense and essential civilian programs in a national security emergency; 

· Provide for the collection and reporting of census information on human and economic resources, and maintain a capability to conduct emergency surveys to provide information on the status of these resources as required for national security emergencies;   

· Develop overall plans and programs to ensure that the fishing industry continues to produce and process essential protein in national security emergencies; and 

· Develop plans to provide meteorological, hydrologic, marine weather, geodetic, hydrographic, climatic, seismic, and oceanographic data and services to Federal, State, and local agencies as appropriate. 

It also requires the Department of Commerce to support the Secretary of Agriculture in planning for the national security management, production, and processing of forestry and fishery products.
Department Administrative Order (DAO) 210-10, Emergency Operations for Departmental Continuity, February 23, 1996, implements Executive Order 12656.
Executive Order (EO) 13074, Amendment to Executive Order 12656, 2/9/1998, amends EO 12656 by adding to the lead responsibilities for the Secretary of Defense who shall "be responsible for the deployment and use of military forces for the protection of United States citizens and nationals...in support of their evacuation from threatened areas overseas.'' 

Presidential Decision Directive (PDD) 67, Enduring Constitutional Government and Continuity of Government Operations , October 21, 1998, addresses the concepts of Enduring Constitutional Government (ECG), Continuity of Government (COG), and Continuity of Operations (COOP). It was issued in response to the terrorist attack on the World Trade Center and the Oklahoma City bombing. It requires COOP plans to be in place by October 21, 1999.
The purpose of Enduring Constitutional Government (ECG), Continuity of Government (COG), and Continuity of Operations (COOP) is to ensure survival of a constitutional form of government and the continuity of essential Federal functions. Presidential Decision Directive 67 replaced the George H.W. Bush Administration's National Security Directive (NSD) 69, Enduring Constitutional Government, June 2, 1992, which in turn succeeded NSD 37, Enduring Constitutional Government, April 18, 1990 and National Security Decision Directive (NSDD) 55, Enduring National Leadership, September 14, 1982. 

Among other elements, PDD 67 requires Federal agencies to develop Continuity of Operations Plans for essential operations. The Continuity of Operations "capability shall provide a continuity infrastructure which, through preplanned devolution of authorities, responsibilities, and essential functions, ensures the emergency delegation of authority (where permissible, and in accordance with applicable law); the safekeeping of vital resources, facilities, and records; the improvisation or emergency acquisition of the capability to perform work at alternate work site until normal operations can be resumed..." 

COOP specifically singles out:
· Alternate facilities, 

· Contingency communications, 

· Coordination with the Legislative and Judicial Branches, and 

· Coordination with State and local governments. 

The primary coordinating bodies are the Interagency Working Group (IWG) and Interagency Advisory Croup (IAG) chaired by the Federal Emergency Management Agency (FEMA). 

The Federal Response Plan, FEMA 9230.1-PL, April 1999 requires that the head of each Federal department and agency shall ensure the continuity of essential functions in any national security emergency by providing for: succession to office and emergency delegation of authority in accordance with applicable law; safekeeping of essential resources, facilities, and records; and establishment of emergency operating capabilities. 

FEMA issued Federal Preparedness Circular (FPC) 65, July 26,1999, to implement PDD 67. It provides guidance to Federal departments and agencies for use in developing viable and executable contingency plans for the continuity of operations (COOP). FEMA's FPC 65 requires:
· Plans and procedures, 

· Identification of essential functions, 

· Delegations of authority, 

· Orders of succession, 

· Alternate facilities, 

· Interoperable (redundant) communications, 

· Vital records protection, and 

· Testing, training, and exercises of the COOP. 

Commerce's Deputy Assistant Secretary for Security issued guidance on August 6, 1999 calling for implementation of COOP plans by October 21, 1999.

FEMA issued Federal Preparedness Circular (FPC) 66, April 30, 2001, gives guidance to Executive Branch agencies for testing, training, and exercising of COOP plans.  FPC-66 requires:

· Validation of COOP plans, policies, and procedures

· Ensure that agency personnel are familiar with alert, notification, and deployment procedures

· Ensure personnel are trained to carry out minimum essential operations in a COOP site or working environment

· Exercising plans and procedures at alternative sites to ensure ability to perform essential functions and that alternative sites are sufficient, complete and current.

· Test and validate equipment to ensure both internal and external interoperability.

· Ensure personnel understand procedures to phase down COOP operations and transition to normal activities when appropriate.

`FEMA issued Federal Preparedness Circular (FPC) 67, April 30, 2001, designed as a supplement to FPC-65, provides guidance to Executive Branch agencies for use in acquiring alternate facilities to support their Continuity of Operations Planning.  The objectives of for acquiring an alternative facility include:

· Ensuring that agencies have a facility from which to continue to perform their essential functions during an emergency.

· Reducing or mitigating disruptions to operations.

· Achieving a timely and orderly recovery from an emergency and resuming full service to customers.
Executive Order (EO) 12472, Assignment of National Security and Emergency Preparedness Telecommunications Functions , April 3, 1984, establishes the National Communications System as a Federal interagency group assigned national security and emergency preparedness telecommunications responsibilities throughout a full spectrum of emergencies. Under the policy objectives stated in EO 12472 and National Security Decision Directive (NSDD) 97, these responsibilities include planning for, developing, and implementing enhancements to the national telecommunications infrastructure to achieve measurable improvements in survivability, interoperability, and operational effectiveness under all conditions and seeking greater effectiveness in managing and using national telecommunication resources to support the Government during any emergency. Business continuity planning is an element of emergency preparedness for telecommunications.
Presidential Decision Directive (PDD) 39, United States Policy on Counter-Terrorism, June 21, 1995, states that it is the policy of the United States to deter, defeat, and respond vigorously to all terrorist attacks on our territory and against our citizens, or facilities, whether they occur domestically, in international waters or airspace or on foreign territory. The United States regards all such terrorism as a potential threat to national security as well as a criminal act and will apply all appropriate means to combat it. In doing so, the U.S. shall pursue vigorously efforts to deter and preempt, apprehend, and prosecute, or assist other governments to prosecute, individuals who perpetrate or plan to perpetrate such attacks. Business continuity planning is a mechanism to help deter, defeat, and respond to terrorist attacks.
Presidential Decision Directive (PDD) 62, Protection Against Unconventional Threats to the Homeland and Americans Overseas, May 22, 1998 creates a new and more systematic approach to fighting the terrorist threat of the next century. It reinforces the mission of the many U.S. agencies charged with roles in defeating terrorism; it also codifies and clarifies their activities in the wide range of U.S. counter-terrorism programs, from apprehension and prosecution of terrorists to increasing transportation security, enhancing response capabilities and protecting the computer-based systems that lie at the heart of America's economy. The Directive is intended to achieve the goal of ensuring that we meet the threat of terrorism in the 21st century with the same rigor that we have met military threats in this century. Business continuity planning is an element of a systematic approach to fighting terrorist threats. 

YEAR 2000 PROGRAM
Government Accounting Office (GAO), Year 2000 Computing Crisis: Business Continuity and Contingency Planning, GAO/AIMD-10, August 1998 provided a conceptual framework for helping agencies manage the risk of potential year-2000 induced disruptions to their operations. The guide addressed business continuity and contingency planning issues that are common to most large enterprises. It identified four phases supported by program and project management activities: initiation, business impact analysis, contingency planning, and testing.
