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Introduction

Over the past several years, we’ve seen business requirements rapidly evolve and technologies continue to advance, yet
the way many companies approach disaster recovery remains at a standstill. Tolerance for downtime is at an all-time
low, and many organizations — and particularly their users — expect IT services to be “always-on.” Meanwhile, new
virtualization and automation technologies have emerged that can help fill gaps in continuity plans, but many

organizations have been slow to adopt them, thus widening the gap between business expectations and IT realities.

Growth In Mission-Critical Applications Is Driving Disaster Recovery Initiatives

As companies become more technology dependent, and as more and more systems become critical, organizations have
begun to invest more in their business continuity and disaster recovery (BC/DR) programs. However, because many
organizations have not changed their technology and processes associated with BC/DR, they have not been able to
achieve economies of scale when it comes to increased volumes of protected systems. Forrsights Budgets And Priorities
Tracker Survey, Q2 2012, shows that the average company spends 6.15% of its IT operating and capital budgets on
BC/DR (see Figure 1).

Figure 1
BC/DR Budgets Have Slowly Risen Over The Past Several Years

“Approximately what percentage of your combined IT operating and
capital budget will go to business continuity and disaster recovery?”
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Base: IT decision-makers from US organizations with more than 500 employees

Source: Forrsights Budgets And Priorities Tracker Survey, Q2 2010; Forrsights Budgets And Priorities Tracker Survey, Q2 2011;, Forrsights Budgets
And Priorities Tracker Survey, Q2 2012
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According to the Forrester/Disaster Recovery Journal November 2010 Global Disaster Recovery Preparedness Online
Survey, organizations classify on average three-quarters of applications as mission- or business-critical (see Figure 2).
As the application ecosystem becomes more complex, the number of applications considered to be mission- or
business-critical is likely to increase due to independencies between systems. For example, if one application is labeled
mission-critical, immediately, all other systems that it relies on become mission-critical as well. Additionally, as
business processes become more technology dependent, more applications become critical. Email is an application that
only 5 to 10 years ago was on few mission-critical recovery lists, and today is one of the highest ranked applications for

many businesses.

Figure 2
A Large Number Of Applications Are Considered As Being Mission- Or Business-Critical

“What percentage of your applications and data fall into the following tiers?”

Noncritical
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Business-
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Base: 136 disaster recovery decision-makers at enterprises with more than 500 employees
Source: Forrester/Disaster Recovery Journal November 2010 Global Disaster Recovery Preparedness Online Survey

Replication Becomes More Cost-Effective For Organizations

In the Forrester/Disaster Recovery Journal November 2010 Global Disaster Recovery Preparedness Online Survey, 35%
of disaster recovery decision-makers are using synchronous replication, and further 41% are using asynchronous
replication for mission-critical applications (see Figure 3). More and more organizations are leveraging such techniques
to improve recovery time and objectives. However, there is still significant usage of tape for mission- and business-
critical systems: 38% of companies use tape to protect mission-critical systems, and 46% use it to protect business-
critical systems.
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Figure3
Synchronous And Asynchronous Replication Techniques Are Used For Mission-Critical Applications

“How do you copy data between your primary and recovery site(s)?”
(Select all that apply)
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Base: 136 disaster recovery decision-makers at enterprises with more than 500 employees
Source: Forrester/Disaster Recovery Journal November 2010 Global Disaster Recovery Preparedness Online Survey

Enhanced Disaster Recovery Capabilities Shorten Recovery Objectives

In November 2012, NetIQ commissioned Forrester consulting to look closer at how recovery objectives at enterprises

have changed and uncover plans for improving and testing recovery objectives. The resulting survey of 51 North
American enterprise disaster recovery professionals shows that recovery objectives — both recovery time objectives
(RTO) and recovery point objectives (RPO) — have fallen over the past three years (see Figure 4). In fact, RPO for
mission- and business-critical applications has fallen, on average, by almost 5 hours in the past three years.! Shorter
recovery objectives reflect our increasing dependency on IT to complete business processes, but also a shift in the
expectations of internal and external customers. Three years ago, it may have been acceptable for mission-critical
systems to be down for several hours during a crisis, but today, the cost of downtime is too high for this to be
acceptable. This simple fact is demonstrated in the data: Three years ago, 33% of companies aimed to recover their
mission-critical systems in under an hour. Today, that number has climbed to 53% of companies. Recovery point
objectives are becoming stricter as well: Three years ago, 39% of companies aimed to recover mission-critical workloads

with less than 1 hour of data loss, while today, 61% of companies aim for that same objective.

Page 3



Forrester Consulting

Cost-Effective Disaster Recovery Options For Mission-Critical Applications

Figure 4
Mission- And Business-Critical Recovery Objectives

“For mission-critical and business-critical systems in your organization, what
are/were the recovery objectives today and three years ago?”

Mission-critical

B | ess than 15 minutes m Less than 1 hour u Less than 4 hours
w Less than 24 hours Less than 72 hours
'ye)
£ E Today 6%
>0
[ONN0]
52
® 8 Three years ago 14%
[1arey
o
20
g& Today 6%
>0
8 8 Three years ago 12%
x¥ o
(o]
Business-critical
m Less than 15 minutes m Less than 1 hour ® Less than 4 hours
» Less than 24 hours Less than 72 hours
o)
£ E Today %
Fall
[ONNO]
G
® & Three years ago 6%
X o
o
=1}
'g_&/ Today %
>0
$ 8 Three years ago 8%
xs

Base: 51 disaster recovery decision-makers at enterprises with more than 500 employees
Source: A commissioned study conducted by Forrester Consulting on behalf of NetlQ, December 2012

Increased spending on disaster recovery and the use of more advanced replication techniques adds further pressure on
disaster recovery decision-makers to ensure that recovery systems deliver as expected when an unexpected event
occurs. However, many firms are still not running frequent recovery exercises and tests — almost half of organizations
are testing once per year or less (see Figure 5). Forrester recommends that organizations run a full DR exercise at least
once per year along with component tests of individual systems or platforms periodically as major changes are made in
the environment. Beyond these technical tests, Forrester recommends that firms run a tabletop exercise — discussing
the response and recovery activities of a plan using a scenario — at least four times per year.?
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Figure5
Almost Half Of Organizations Surveyed Are Not Running Tests Frequently Enough

“How often do you run tests of any kind on your disaster recovery systems?”

More than twice a year 27%
Twice a year 31%
Once a year 29%
We do not test our disaster recovery systems 12%

Base: 51 disaster recovery decision-makers at enterprises with more than 500 employees
Source: A commissioned study conducted by Forrester Consulting on behalf of NetlQ, December 2012

The Future Of Disaster Recovery Rests With Advanced Continuity Tools

After decades of stagnant recovery objectives, firms are finally starting to up the ante: Recovery objectives are becoming
more aggressive. However, the question remains, can IT meet these objectives with today’s technology? Our data shows
that tape is still the dominant disaster recovery strategy. However, the majority of organizations are looking to improve
current recovery objectives. Almost three-quarters of respondents in this study plan to improve current recovery
objectives within the next year (see Figure 6). By leveraging advanced resiliency techniques based on replication,
virtualization, and automation technologies, as they become more cost-effective, organizations will be able to deliver on

aggressively short recovery objectives, while continuing to operate efficiently.

Figure 6
Further Improvement Of Recovery Objectives Within The Next Year

“What are your plans for improving your current recovery objectives?”

We have plans to improve within the next 6 months 41%
We have plans to improve in the next 6 to 12 months 33%
We would like to, but we have no plans currently 16%

We are happy with the current objectives 10%

Base: 51 disaster recovery decision-makers at enterprises with more than 500 employees
Source: A commissioned study conducted by Forrester Consulting on behalf of NetlQ, December 2012
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Methodology

This Technology Adoption Profile was commissioned by NetIQ. To create this profile, Forrester leveraged its Forrsights
Budgets and Priorities Tracker Survey, Q2 2010, 2011, and 2012 and Forrester/Disaster Recovery Journal November
2010 Global Disaster Recovery Preparedness Online Survey. Forrester Consulting supplemented this data with custom
survey questions asked of 51 disaster recovery decision-makers at enterprise organizations with 500 or more employees
in the US. Survey questions related to the recovery objectives within their enterprises, the plans for improving recovery
objects, and the frequency with which they test disaster recovery systems. The auxiliary survey was conducted in
December 2012. For more information on Forrester’s data panel and Tech Industry Consulting services, visit

www.forrester.com.

Endnotes

! Source: A commissioned study conducted by Forrester Consulting on behalf of NetIQ, December 2012.
* Source: “Disaster Recovery Exercises Fall Short Of The Finish Line,” Forrester Research, Inc. October 26, 2011.
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